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Model Safeguarding Policy	October 2020	Version 01
Guidance Note

Schools and other settings within the Directorate of Learning and Skills must have an effective safeguarding/child protection policy that is:

· in accordance with Local Authority guidance locally agreed interagency procedures
· inclusive of services that extend beyond the school day
· reviewed at least annually
· made available to parents or carers on request
· provided in a format appropriate to the understanding of children, particularly where schools cater for children with additional needs
This model Safeguarding Policy is made available by the Vale of Glamorgan Directorate of Learning and Skills to support the development of safeguarding policies in all areas of the Directorate.
The model policy is based upon the model child protection policy provided in Welsh Government guidance document no: 283/2022 of Keeping learners safe.	 
https://gov.wales/sites/default/files/publications/2022-04/220401-keeping-learners-safe.pdf  
Please note that the term school is used throughout this model safeguarding policy. However, the document is intended for use by all settings within the Directorate of Learning and Skills and therefore will need to be amended accordingly for use by libraries and Adult Community Learning.
Similarly, the model policy refers extensively to safeguarding/child protection, children and pupils and will need to be amended for use in adult settings.
The model policy should be adapted by individual institutions by the addition of an organisational logo and additional content relevant to the setting.
The model policy exists within the legislative and governance frameworks for safeguarding in Wales, including:
· Section 175 of the Education Act 2002
· Common law duty of care
· Children Act 1989
· Children Act 2004
· The Equality Act 2010
· The Social Services and Well-being (Wales) Act 2014
· Safeguarding Children: Working Together Under the Children Act 2004
· Wales Safeguarding Procedures
· The Children’s Rights Framework
· The United Nations Convention on the Rights of the Child (UNCRC)
· The Rights of Children and Young Persons (Wales) Measure 2011	
Based on Welsh Government Guidance Document no: 283/2022 Keeping learners safe
· The Violence Against Women, Domestic Abuse and Sexual Violence (Wales) Act 2015	
· Regional Safeguarding Board
· Child Practice Reviews: multi-agency professional forums (bland)
· Counter-Terrorism and Security Act 2015
· Female Genital Mutilation Act 2003
· European Convention on Human Rights

NB. A safeguarding policy must reflect new and emerging legislation and guidance.
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	Disclaimer

Please ensure that you are using the most up to date version of this policy.

If the review date has passed please contact the Reviewer.




	OUT OF DATE POLICY DOCUMENTS MUST NOT BE RELIED UPON






KEY CONTACTS WITHIN THE SCHOOL  
DESIGNATED SENIOR PERSON FOR CHILD PROTECTION (DSP)
NAME: Niki Williams
CONTACT NUMBER: 01446 736934

DEPUTY DSPS
NAME: Katy Williams, Liz Durrant, Dan Lee, Rhiannon Gould
CONTACT NUMBER: 01446 736934

NOMINATED GOVERNOR FOR CHILD PROTECTION & SAFEGUARDING (DSG)
NAME: Emma Davies-Powell
CONTACT NUMBER: 07971964454

CHAIR OF GOVERNORS
NAME: Leanne Sokolski
CONTACT NUMBER: 07982670105

KEY CONTACTS WITHIN THE LOCAL AUTHORITY

REFERRAL TO Vale of Glamorgan CHILDREN & YOUNG PEOPLES SERVICE (CYPS)
Where schools have URGENT and IMMEDIATE concerns for the safety and welfare of a child or young person during office hours telephone: 01446725202
To make URGENT referrals OUT OF OFFICE HOURS telephone 029 20788 570


POLICE (CHILD PROTECTION):  101 in an emergency 999	
		 

The Learning & Skills Safeguarding Team is able to provide advice and support.
CONTACT EMAIL: jdredrup@valeofglamorgan.gov.uk , Telephone 01446 709867

Natasha James – Local Authority Designated Officer (LADO)
CONTACT NUMBER 01446700111

Helen Anderson   – Designated Officer for Safeguarding (DOS)
[bookmark: _Hlk103246459]CONTACT NUMBER 01446700111

David Davies – Safeguarding Lead for Learning & Skills
CONTACT NUMBER 01446700111

Enquiries/referrals in relation to Safeguarding concerns about practitioners or persons in position of trust should be sent to Jason Redrup & Helen Anderson
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Safeguarding Policy
Safeguarding Policy for Romilly Primary School

1. Introduction
Romilly Primary School fully recognises the contribution it makes to safeguarding and child protection and that children have a right to be safeguarded and protected from harm.
Our policy is informed by a children’s rights approach to safeguarding as a principled and practical framework for working with children, grounded in the UN Convention on the Rights of the Child.
There are three main elements to our policy: 
· Prevention through the culture, teaching and pastoral support offered to learners; 
· Procedures for identifying and reporting cases, or suspected cases, of abuse – because of our day to day contact with children our staff are well placed to observe the outward signs of abuse; 
· Support to learners who may have been abused
Our policy applies to all staff and volunteers working in the school and governors. Learning support assistants, mid-day supervisors, caretakers, secretaries as well as teachers can be the first point of disclosure for a child.
Our policy should be read in conjunction with Welsh Government guidance document no: 283/2022 Keeping Learners Safe.	 https://gov.wales/sites/default/files/publications/2022-04/220401-keeping-learners-safe.pdf 


2. Prevention 
We recognise that high self-esteem, confidence, supportive friends and good lines of communication with a trusted adult helps to safeguard learners. 
Our school will therefore: 
· establish and maintain an ethos where children feel secure and are encouraged to talk, and are listened to; 
· ensure children know that there are adults in the education setting whom they can approach if they are worried or in difficulty; 
· include in the curriculum, activities and opportunities for Relationships and Sexuality Education which equip children with the skills they need to stay safe from abuse and to know to whom to turn for help; 
· include in the curriculum, material which will help children develop realistic attitudes to the responsibilities of adult life, particularly with regard to childcare and parenting skills. 
· build relationships with other agencies and ensure early and appropriate referrals for support and intervention are made before risks escalate. 
· take a whole school (setting) approach to wellbeing which will incorporate safeguarding and preventative measures to support children and families. 









3. Procedures 
We will follow the Wales Safeguarding Procedures that have been endorsed by 58 Safeguarding Children Boards. Our school will: 
· ensure it has a Designated Safeguarding Person (DSP) for safeguarding who has undertaken the appropriate training; 
· recognise the role of the DSP and arrange support and training [schools may wish to mention the additional training undertaken by their DSP]; 
· ensure every member of staff and every governor knows: 
· the name of the DSP and their role and the designated governor for safeguarding (DSG); 
· that they have an individual responsibility for reporting children at risk and protection concerns to socials services, or to the police, within the timescales agreed with the Regional Safeguarding Board; and 
· how to take forward those concerns where the DSP is unavailable. 
· ensure that all members of staff are aware of the need to be alert to signs of abuse and neglect and know how to respond to a learner who may disclose abuse or neglect. 
· ensure that members of staff who are Education Workforce Council of Wales registrants are aware of the Code of Professional Conduct and Practice for Registrants with the Education Workforce Council and the expectation within the Code that registrant has regard to the safety and well-being of learners in their care and related content; 
· ensure that parents have an understanding of the responsibility placed on the school/college/setting and staff for safeguarding and child protection by setting out its obligations in the school prospectus and on the school website; 
· provide training for all staff so that they: 
· understand their personal responsibility; 
· know the agreed local procedures and their duty to respond; 
· are aware of the need to be vigilant in identifying cases of abuse and neglect; 
· know how to support a child who discloses abuse or neglect; and 
· understand the role online behaviours may have in each of the above 


· notify the local authority’s social services team if: 
· a learner on the child protection register is excluded, either for a fixed term or permanently; or 
· there is an unexplained absence of a learner on the child protection register of more than two days duration from school (or one day following a weekend). 
· work to develop effective links with relevant agencies and co-operate as required with their enquiries regarding child protection matters including attendance at initial review and child protection conferences and core groups and the submission of written reports to the conferences; 
· keep digital  records of concerns about children (noting the date, event and action taken), even where there is no need to refer the matter to the local authority immediately; at this time schools utilise the ‘My Concern’ software platform for managing all safeguarding concerns
· [bookmark: _Hlk58401654]ensure that all safeguarding records are managed securely on an approved safeguarding software platform(electronic); 
· adhere to the procedures set out in the Welsh Government‘s Disciplinary and Dismissal Procedures for School Staff; 
· ensure that recruitment and selection procedures are made in accordance with Welsh Government‘s Keeping Learners Safe guidance; and 
· designate a governor for safeguarding (DSG) who will oversee the school’s child protection policy and practice. Ensuring that this Governor attends the Local Authority Designated Safeguarding Governor training on an annual basis. 
· When a member of staff, teaching or non – teaching, is alerted to signs of abuse or neglect s/he should:
· discuss the issue with the school’s DSP or in their absence the Deputy DSP.  If the decision is taken that the incident needs to be referred, the DSP in the case of an emergency where there are immediate child protection concerns must without delay make a telephone referral to CYPS by telephoning the Duty Officer on 01446 725202, or out of hours on 02920 788570, in the unlikely event that they are unable to contact CYPS then the referrer needs to dial 999 and report the matter to police as an emergency. This must be followed within one working day by completing the Multi-Agency Referral Form (MARF) via e-mail to: dutymarfs@valeofglamorgan.gov.uk . Cases which do not require immediate child protection can be referred through submission of a MARF. If the “Child in Need” referral box is ticked, the MARF must be accompanied with parental consent.  No parental consent is needed for the “CP” referral box.  
Advice may be sought prior to referral by discussing concern with CYPS duty desk, or the Safeguarding Officer for Learning & Skills.

Definitions of Child Abuse and Neglect
The Children Act 1989 and 2004 and Social Services and Well-being (Wales) Act 2014
defines abuse as follows;
‘A child is abused or neglected when somebody inflicts harm, or fails to act to prevent harm.  Children may be abused in a family or in an institutional or community setting, by those known to them or, more rarely, by a stranger.  A child or young person up to the age of 18 years can suffer abuse or neglect and require protection via an inter-agency child protection plan’
· Physical Abuse 
Hitting, slapping, over or misuse of medication, undue restraint, or inappropriate sanctions;
· Emotional/Psychological Abuse
Threats of harm or abandonment, coercive control, humiliation, verbal or racial abuse, isolation or withdrawal from services or supportive networks, witnessing abuse of others
· Sexual Abuse
Forcing or enticing a child or young person to take part in sexual activities, whether or not the child is aware of what is happening, including: physical contact, including penetrative or non-penetrative acts; non-contact activities, such as involving children in looking at, or in the production of, pornographic material or watching sexual activities or encouraging children to behave in sexually inappropriate ways
· Financial Abuse
This category will be less prevalent for a child but indicators could be:
· not meeting their needs for care and support which are provided through direct payments; or
· complaints that personal property is missing

· Neglect
Failure to meet basic physical, emotional or psychological needs which is likely to result in impairment of health or development.

Risk from other actual or potential harm to a child or young person may also result from:

· Criminal exploitation such as county lines (CCE)
· Child sexual exploitation
· Radicalisation
· Female genital mutilation
· Modern slavery
· Honour Based Abuse  
For further information on these types of harm visit the Safeguarding Wales web site for further explanation in the glossary of terms
Ending Physical Punishment
21st March 2022 was a historic moment for children and their rights in Wales. From this day on, physically punishing children will be illegal in Wales. This change is being brought about by the Children (Abolition of Defence of Reasonable Punishment) (Wales) Act 2020 (the Act). From 21 March 2022, no one in Wales will be able to use the defence of reasonable punishment as a defence to common assault. All physical punishment will be illegal in Wales. Below are some additional links to further explain the changes.
Ending Physical Punishment in Wales: factsheet for the education workforce | GOV.WALES
https://wales.assetbank-server.com/assetbank-wales/images/assetbox/ce40e904-b1b3-4ca8-b0f6-98f9e78cd2ad/assetbox.html
Cysur | 7 Minute Briefings

4. Schools Governing Body 
Romilly Primary School Governing Body is responsible for ensuring that: 
· the school has an effective child protection policy and safeguarding procedures in place that is in accordance with local authority model guidance and Keeping Learners Safe 2020

· the school’s child protection policy and safeguarding procedures are:
· available to parents and carers
· provided in a format appropriate to the understanding of children, and in particular for children with additional needs
·  the school operates safer recruitment procedures that take account of the need to safeguard children and young people, including arrangements to ensure that all appropriate checks are carried out for new staff and volunteers who will work with children, including relevant DBS checks.
· the head teacher and all other permanent staff and volunteers who work with children undertake appropriate training to equip them with the knowledge and skills that are necessary to carry out their responsibilities for child protection effectively: and is kept up-to date by refresher training
·  the governing body addresses any identified areas for improvement in regard to child protection arrangements that are brought to its attention
· the governing body to ensure that the designated senior person (DSP), designated governor for child protection and safeguarding (DSG) and the chair of governors undertake and maintain relevant safeguarding training as agreed by the Regional Safeguarding Board.
5. Supporting those at risk 
We recognise that children/young people who are at risk, suffer abuse or experience violence may be deeply affected by this. 
Our school may be the only stable, secure and predictable element in the lives of children at risk. Nevertheless, when at school/college/setting their behaviour may be challenging and defiant or they may be withdrawn. 
· Our school will endeavour to support the learner through: 
· the content of the curriculum to encourage self-esteem and self-motivation 
· our school ethos which: 
· promotes a positive, supportive and secure environment; and 
· gives learners a sense of being valued (see section 2 on Prevention) 
· [bookmark: _Hlk58401333]our school behaviour/relationship policy, which is aimed at supporting vulnerable pupils in the school. All staff will agree on a consistent approach which focuses on needs of the child. The school will endeavour to ensure that the learner knows that some behaviour is unacceptable, but s/he is valued and not to be blamed for any abuse which has occurred; 
· [bookmark: _Hlk58401353]liaison with other agencies who support the learner, including the following:
· Educational Psychology Service, Engagement Services or the Education Welfare Service 
· Child and Adolescent Mental Health Services and advocacy services; 
· keeping records and notifying the local authority as soon as there is a recurrence of a concern. 
· ensuring that when a learner on the child protection register leaves, we will transfer information to the new provider immediately and inform Social Services. 
· having a suitable secure email address in order for notifications to be received as part of Operation Encompass, and to support the child subject of that notification

6. Anti-Bullying
[bookmark: _Hlk58401376]We have an anti-bullying policy which is set out in (the anti-bullying procedures 2020) reviewed annually by the governing body and consistent with Vale of Glamorgan Directorate of Learning and Skills Policy and updated Guidance on Anti-Bullying in Schools/Educational Settings (2014) and the Welsh Government Guidance document No: 050/2011, Rights, Respect, equality guidance 2019
https://gov.wales/sites/default/files/publications/2019-11/rights-respect-equality-statutory-guidance-for-governing-bodies-of-maintained-schools.pdf

7. [bookmark: _Hlk98143425]Physical intervention 
[bookmark: _Hlk59179794]Our policy on physical intervention is set out in our Physical Intervention Policy and is reviewed annually by the governing body and is consistent with the Welsh Government’s guidance on Safe and effective intervention – use of reasonable force and searching for weapons. 
https://gov.wales/sites/default/files/publications/2018-03/safe-and-effective-intervention-use-of-reasonable-force-and-searching-for-weapons.pdf 


8. Children with Additional Learning Needs 
[bookmark: _Hlk58401455]We recognise that statistically children with learning difficulties and disabilities are most vulnerable to abuse. School staff who deal with children with profound and multiple disabilities, sensory impairment and or social emotional and mental health difficulties need to be particularly sensitive to signs of abuse.

9. Prevent Duty
Our policy to protect pupils from radicalisation and extremism complies with the Revised Prevent Duty Guidance: for England and Wales (2015) 
https://www.gov.uk/government/publications/prevent-duty-guidance/revised-prevent-duty-guidance-for-england-and-wales 

and Welsh Government guidance document No: 045/2011 Respect and resilience	 
https://gov.wales/sites/default/files/publications/2018-03/respect-and-resilience-developing-community-cohesion.pdf

and informed by the Respect and resilience Self-assessment tool 2016	 https://gov.wales/sites/default/files/publications/2018-03/self-assessment-tool-respect-and-resilience.pdf

We ensure that staff are compliant with Home Office PREVENT E-learning and that school ensures ongoing security and safety measures are in place to help keep the whole school community safe.

PREVENT - Self-assessment, School Security and Training
As part of the national CONTEST counter terrorism overarching policy, schools have a key role within the PREVENT element, this includes identifying those at risk from being radicalised along with ensuring that school security processes and policies are considered against the ever present threat of terrorism. The below links will help schools in further understanding this duty and how best to put any necessary referrals in to the security service.


All Wales Prevent Partners Referral Form - English (south-wales.police.uk)
All Wales Prevent Partners Referral Form - Welsh (south-wales.police.uk)

10. Online Learning
As a school we will take the guidance and advice laid out in the Revised Keeping Safe Online: Live streaming and video conferencing safeguarding principles and practice 
https://hwb.gov.wales/zones/keeping-safe-online/live-streaming-and-video-conferencing-safeguarding-principles-and-practice, to ensure that our whole school community is kept safe whilst learning online.	
Social Networking and On-line safety policy
The use of mobile devices, tablets and computers is ever increasing and children are accessing devices for social and educational purposes from a very early age. It is essential that remaining safe on line is a priority for schools and parents/carers and whilst school can help monitor and guide usage during the school day, parents need to remain vigilant and engaged in their child’s on-line activity outside of these times. The ages outlined in age restricted content has been designated through consultation with Social Media / App creators and Broadcasters along with Government watchdogs and regulators, as such our school supports the age restrictions recommended and expect parents to support these age restrictions too.
https://staffnet.valeofglamorgan.gov.uk/Documents/Schools/Schools-HR-Policies/Internet-Social-Networking-Schools-Policy.pdf
More Resources are available at, Hwb (gov.wales) for Hwb users, his includes:
· Keeping Safe on Line
· Sharing-nudes-and-semi-nudes-responding-to-incidents-and-safeguarding-children-and-young-people

11. The use of images  
Photographic and video images of children may be recorded for a variety of purposes. Staff will be required to take pictures of pupils for curriculum purposes, extra school activities, publicity and celebrating achievement. 
Particular care should be taken regarding the use of images which may include children who are looked after or children of other vulnerable groups, for example asylum seekers.
Every parent/carer must give specific written consent for any image of their child to be recorded and reminded this should not be shared. 
Staff should never use their own personal equipment to capture images.
It is recommended that when using a photograph the following guidance should be followed 
· If the photograph is used, avoid naming the child
· If the child is named avoid using the photograph 
· Establish and record whether the image will be retained for further use
· Images are stored securely and used only by those authorised to do so: they should be available for scrutiny to ensure acceptability. 


12. [bookmark: _Hlk98143511]Recruitment and Selection
Our school is committed to safeguarding and promoting the welfare of children and expects all employees, agency workers, contractors and volunteers to share this commitment. 
Safer Recruitment is the first step to safeguarding and promoting the welfare of children in our school by the implementation of a policy and procedures that help deter, reject, prevent or detect people who might abuse children or are otherwise unsuited to working in a school environment. 
Our policy on safer recruitment complies with the with the Vale of Glamorgan Council’s Safer Recruitment Policy (Revised 2021)
https://staffnet.valeofglamorgan.gov.uk/Documents/Schools/Schools-HR-Policies/Safer-Recruitment-Policy.pdf 
and Safer Recruitment Guidelines and Welsh Government guidance document no: 283/2020 Keeping Learners Safe. https://gov.wales/sites/default/files/publications/2022-04/220401-keeping-learners-safe.pdf 


13. Self-Evaluation and Audit
[bookmark: _Hlk58401487]Our school maintains an up-to-date safeguarding self-evaluation report  which is reviewed annually by the governing body and consistent with the Estyn Self-evaluation form for Safeguarding and Child Protection
https://www.estyn.gov.wales/system/files/2020-07/SER%2520For%2520Schools%2520RE%2520SFG%2520%25202017.docx  

or the Welsh Government safeguarding self-evaluation Audit Tool and Guidance  
https://gov.wales/sites/default/files/publications/2020-11/annex-3-safeguarding-audit-tool.docx that accompanies Keeping learners safe (Annex 3) as tools for continuous improvement in safeguarding practice.


14. Allegations Against Employees and Volunteers
Any allegation of abuse made by or on behalf of a child will be taken seriously and the child will be listened to and dealt with sensitively.
Our school also has a duty of care to our employees and volunteers and will support individuals subject to an allegation to manage and minimise the stress inherent in the allegations process.
Our school has procedures set out that adhere to the procedures set out in Welsh Government circular no: 009/2014 Safeguarding children in education: handling allegations of abuse against teachers and other staff.
When an allegation has been made against a member of staff the Head Teacher must be informed immediately, the Head Teacher will then manage the allegation by informing the Local Authority Designated Officer (LADO) with support from the Learning & Skills Safeguarding Officer. 
When an allegation has been made against the Head Teacher, the Chair of Governors must be informed immediately. The Chair of Governors will then manage the allegation by informing the Local Authority Designated Officer (LADO) with support from the Learning & Skills Safeguarding Officer. 

https://gov.wales/sites/default/files/publications/2018-11/safeguarding-children-in-education-handling-allegations-of-abuse-against-teachers-and-other-staff.pdf
and the Wales Safeguarding Procedures: Section 5, allegations/concerns about practitioners and those in positions of trust  Safeguarding Wales


15. Safeguarding Training
Our school is committed to ensuring that all staff (permanent and non-permanent) and volunteers undertake the appropriate training to equip them with the knowledge and skills that are necessary to carry out their responsibilities for safeguarding children effectively, which is kept up-to-date by annual refresher training, this is known as Level 1 training.
Our school ensures that the Designated Senior Person (DSP), Deputy Designated Senior Person (DDSP) for safeguarding, the Designated Safeguarding Governor (DSG) undertake training to standards agreed by the Regional Safeguarding Board.  In addition to basic safeguarding Level 1 training t is a requirement that the DSP, DDSP also undertake an annual refresher training, known as level 2 training In addition, full multi agency training as per the requirements of Keeping Learners safe, must be undertaken every 3 years by the DSP and the DDSP.

16. My Concern 
My Concern safeguarding software is used by the school and Local Authority. It is a simple and safe system for recording and managing all safeguarding, pastoral and wellbeing concerns. 
Staff record and manage any safeguarding concerns as they occur. Integrated with SIMS, My Concern pulls through the relevant student information across from SIMS to create the student profile in My Concern. Automatic notifications are sent to the designated safeguarding lead when any new concerns are added by users. 
My Concern allows schools to facilitate joint working and information sharing with trusted partners and colleagues such as the school’s youth mentors or a child’s social worker, by adding them as team members to a specific concern or student profile in My Concern. This promotes a complete picture of an individual’s well-being and enables the relevant team members to act when required without having to send additional updates by email.
Documents, minutes, MARFs and other referral forms and other types of media can be uploaded and linked to the pupil’s record. This minimises the need for paper records and centralises all relevant and supporting information. It enables our school to manage and prioritise actions and evidence the effectiveness of safeguarding arrangements to Estyn, Governors and Senior Leaders and drive improved outcomes for students. 
Reports can be created on any combination of categories of concern or student information over a fixed or dynamic time period. Typical reports schools can run include a breakdown of ‘total concerns by month’, ‘concerns by category’, ‘termly governor report’ etc. 
Schools have an equal responsibility to ensure that relevant documentation and information is shared in a secure and timely manner with all relevant safeguarding partners. 

17. Child collection & release from school 
As schools we need to understand the demands of parenting, along with the individual needs of our pupils.
· It is legal for someone under the age of 16 years to collect a child from school, according to the NSPCC. However, at Romilly we will only let people who are 13 years and over collect a pupil from our school. We have taken into account that the minimum age for working part-time is 13, according to GOV.UK. 
· Our pupils in Year 5 and Year 6 are allowed to walk home alone as long as we have had written consent from parents. Parents/carers have responsible for their child's safety outside of school
If we think this could become a safeguarding concern, we will refer to our child protection policy and to https://gov.wales/sites/default/files/publications/2022-04/220401-keeping-learners-safe.pdf  

At Romilly we will:
· Ask parents/carers to formalise collection arrangements in writing. Anyone collecting a pupil should have written permission from the pupil's parent/ carer. In emergency situations we will accept a phone call from the parent to give consent for someone else to collect their child.
· Ask parents/carers to provide a list of people allowed to pick up their child
· Ensure contact sheets are updated to include the list of authorised people
· Ask parents/ carers to inform school in advance of any changes to their collection arrangements (such as medical appointments)
· Make sure the teacher and office staff know if a pupil’s going to be collected during the day, and who’s collecting them
· Encourage authorised adults to briefly introduce themselves to staff
· Never let anyone who’s not listed as authorised collect a pupil without contacting the parents/carer to verify their identity first
· If a parent/carer wants their child to walk home alone, and school agree that this is appropriate, parents / carers prior consent will need to be given in writing. Only pupils in Year 5 and Year 6 will be permitted to walk home alone. 
· If someone other than the usual person who picks up is going to collect, Parents/Carers must provide a photograph of the person they have authorised to collect their child, so staff can verify them more easily. (These photographs will be stored in line with the GDPR regulations to protect people's personal data.) 

18. Substance Misuse in education
The misuse of alcohol and unlawful substances by pupils in and out of the school setting continues to be an issue on a national level and South Wales Police contribution to the All Wales Schools Programme helps to address these issues through education, support, enforcement and diversion. Our Health and Well-being Curriculum includes lessons at an age-appropriate level. We also use our local schools police officer to advise further on this topic. We have a separate Misuse of Substances policy. 

19. Looked After Children
Children can become looked after by agreement with parents or by order of a court. Most children in care are safe from harm and do well, however for some there are particular risks. For children who are in the care of the local authority, all LA officers have parental responsibility (PR) . For children on a full care order, it is the child’s social worker who has full PR. For children on an interim care order or placed with parent order, the local authority shares parental responsibility (PR). Where schools have safeguarding concerns or where children looked after are absent without authorisation, the school will contact the child’s social worker to enable a swift and effective response to this.  
We will make our staff aware of the vulnerabilities of children who are looked after. 
Children who are looked after are:
· at greater risk of being bullied or abused by peers;
· more likely to be the target of sexual exploitation;
· significantly more likely to run away from home;
· at greater risk of misusing substances due to early life experiences;
· more likely to suffer social, emotional and mental health difficulties due to trauma;
· at a higher risk of having some form of developmental delay;
· potentially going to have issues with their identity;
· more likely to have additional learning needs
What we will do
Schools play a key role in protecting children in care. We have a designated lead for looked after children. However, it is everyone’s responsibility to make sure that children who are looked after are safeguarded. At Romilly we:
· Know who the child’s social worker is 
· Are aware of signs of abuse and neglect.
· Are aware of vulnerabilities of children in care.
· Focus on the individual needs of the child.
· Know what the specific plans are for any looked after child that they are responsible for.
· Ensure that a good quality Personal Education Plan (PEP) that reflects the voice of the child and has a multi-agency approach that seeks to meet social, emotional, and academic needs is in place.
· Listen to the child’s voice and act upon it.
· Work collaboratively with other agencies.
· Report any concerns to the designed safeguarding lead and follow our safeguarding procedures. 
· Ensure strong communication with designated teachers to identify looked-after children who are absent without authorisation and enable a swift and effective response to this. 
· Ensure frequent contact between, carers, school and social workers and all professionals working with the looked after children are operating in a coherent way, placing a high priority on school attendance, wellbeing, and achievement.
· Ensure robust Information sharing with the child's social worker and looked after children’s education coordinator (LACE) are informed swiftly if there are any concerns about attendance or behaviour
· We will take action and keep taking action until we know they’re safe.

20 Child Exploitation 
School recognises its’ responsibility to safeguard and promote the wellbeing of pupils where there are concerns that they are at risk of abuse through any form of exploitation (Criminal, County Lines, and Sexual).
Child exploitation is the coercion or manipulation of children and young people into taking part in activities (criminal, sexual etc.). It is a form of abuse involving an exchange of some form of payment which can include money, mobile phones and other items, drugs, alcohol, a place to stay, ‘protection’ or affection. The vulnerability of the young person and grooming process employed by perpetrators renders them powerless to recognise the exploitative nature of relationships and unable to give informed consent. 
Exploitation includes: 
· abuse through exchange of sexual activity for some form of payment or gift
· abuse through the production of indecent images and/or any other indecent material involving children whether photographs, films or other technologies 
· abuse through grooming whether via direct contact or the use of technologies such as mobile phones and the internet 
· abuse through trafficking for sexual or criminal purposes 
· abuse through taking ownership of individuals property (cuckooing).
Children do not volunteer to be sexually exploited and they cannot consent to their own abuse; they are forced and/or coerced.
Child Sexual Exploitation might be when someone gives you things like love, affection, food, money or gifts, but then makes you do sexual things to pay them back. They might make you feel special, or make you think that you're in a relationship, but that's not true. Sometimes they can be violent or say nasty things.’ 
(Child Sexual Exploitation Steering Group, 2019)
If the school is concerned that a pupil is at risk of CSE a Sexual Exploitation Risk Assessment Framework (SERAF) will be completed and advice sought from Vale Duty Team.
Further information can be sought from the All Wales Protocol Safeguarding Children and young People at Risk of Sexual Exploitation 2013.



Based on Welsh Government Guidance Document no: 283/2022 Keeping learners safe
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Prevent self-assessment toolkit: (Insert school name) 








			





			


Prevent Duty





			


Action – what do I need to do to meet this


			


By whom 


			


Evidence (if required)





			


Assess the risk of children being drawn into terrorism or violent extremism





			


· All staff are familiar with internal school reporting procedures and are able to identify the person with whom Prevent related concerns should be shared within the school (DSP). 





·  Staff are aware of the of signs & indicators of radicalisation having attended the appropriate level of Prevent training.





· School have an identified Prevent lead (usually the DSP) who acts as a point of contact for all identified Prevent concerns. 





· Prevent is referenced within the schools Child Protection/Safeguarding policy.


			


All staff

















All staff














All staff














DSP/Head (Insert named person) /Education Safeguarding Team





			



































Insert name of Prevent lead











Insert link to CP policy 





			


Staff Training


			


· Prevent is identified within Child Protection/Safeguarding training completed by staff on an annual basis. 





· Staff have completed the appropriate level of Prevent training required for the setting. Either:- 


1.) WELCOME (prevent.homeoffice.gov.uk)





or





2.) Workshop to Raise Awareness of Prevent (WRAP) training delivered by the Cardiff Prevent team. 





· DSP and deputy have attended the Prevent Level 3 training delivered by the Cardiff Prevent team.





· Attendance at Prevent Level 4, bespoke training for DSP or staff seeking CPD as appropriate. 


			


DSP (Insert named person) /Education Safeguarding Team





All staff



































DSP & deputy











DSP/deputy or staff seeking CPD


			














Insert register of staff who have completed training.
































Insert confirmation of attendance at training.








Insert Level 4 training attended by staff





			


Working in partnership





			


· All staff log & report concerns using (insert system used in school) 





· Records of concern & referrals are stored appropriately by the school on internal school systems. 





· Referrals are made via the All Wales Prevent referral form  All Wales Prevent Partners Referral Form - English (south-wales.police.uk)





· Prevent referrals for children are accompanied by a referral to Cardiff Multi-Agency Safeguarding Hub (MASH). Initially via phone call 029 2053690 (option 3). This would be accompanied by a Multi-Agency Referral Form (MARF) in writing within 48 hours. 





· Referrals for adults with additional care & support needs are accompanied by a referral to the Adult Safeguarding team. 029 22330888


			


All staff








Safeguarding leads











DSP 

















DSP 


























DSP


			





			


IT policies





			


· Within the school IT policy there is reference to Prevent and the safeguarding concern around vulnerability to online radicalisation. 





· School will ensure that a filtering test is run in partnership with the local authority. 








· Reports can be shared through the DSP in school or via online reporting tools Report online material promoting terrorism or extremism - GOV.UK (www.gov.uk)








			


IT lead














IT lead & Cardiff Council IT team











Staff member with lead for Prevent














			


Insert schools IT policy.














Confirmation of filtering test being completed. 





			


Building children’s resilience to radicalisation





			


· A host of resources are available to support the delivery via multiple sources:-





Hwb - Repository - Hwb (gov.wales)





Hwb - Repository - Hwb (gov.wales)





Educate Against Hate - Classroom resources - Educate Against Hate





PSHE resources - Search | www.pshe-association.org.uk





UK Safer Internet Centre - Teaching Resources | Safer Internet Centre





Schools of Sanctuary project – Cardiff Council Schools of Sanctuary | Cardiff City of Sanctuary


			


Staff member with lead for Prevent  


			





			


Non-statutory recommendations








			


			


			





			


External Speaker & Venue Hire Policies











			


· Staff to ensure that policy is followed for any external speakers visiting schools.





			


Head & Governing body – ratification





Staff member managing the external speaker/visitor





			











			


Venue Hire policy





			





			


Head & Governing body – ratification





Site manager
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External Speakers & Visitors Policy 



Reviewed October 2021



Introduction




Schools have a legal duty of care for the health, safety, security and wellbeing of their pupils and staff at all times. This duty of care incorporates the duty to safeguard all pupils from subjection to any form of harm, abuse or nuisance. It is the responsibility of the Governing Body and Senior Leaders to ensure that this duty is uncompromised at all times. 



Schools therefore require that all external speakers & visitors comply with the following policy and procedures.



Policy Responsibility




The Headteacher is responsible for the implementation, coordination and review of this policy. This person will also be responsible for liaising with the school’s office and Designated Senior Person (DSP) for child protection as appropriate.




Aim




To safeguard all children under the school’s responsibility both during school hours and during out of school activities which are arranged by the school. The ultimate aim is to ensure that pupils can learn and enjoy extracurricular experiences in an environment where they are safe from harm.




Objectives




To have in place a clear protocol and procedure for the admittance of external




visitors to the school, which is understood by all staff, governors, visitors, parents




in addition, conforms to child protection and safeguarding guidelines.




Where and to whom the policy applies




The school is deemed to have control and responsibility for its pupils anywhere on




the school site during normal school hours, during after school activities and on school organised (and supervised) off-site activities.




The policy applies to:




· All staff and non-teaching staff employed by the school;



· All external visitors entering the school site during the school day or for after school activities; 




· All governors;



· All parents and volunteers;



· All pupils;



· Other Education related personnel (LA Advisory staff, Inspectors)



· Building & Maintenance and all other independent contractors visiting the school premises; and



· Independent contractors who may transport students on minibuses or in taxis.



Protocol and Procedures




Visitors to the School



Before the visit:-




Before any visitor is invited to or attends the school, the Headteacher or a member of the Senior Leadership team must be informed. A clear explanation as to the relevance and purpose of the visit and intended date and time of the visit must also be provided. 



School should consider performing relevant background checks on the individual attending the school prior to the visit. Should the school performing this check have any identified concerns regarding the individual they should consider contacting schools where the individual has previously spoken. Should the school be unable to contact other schools, they may wish to contact the Local Authority in order to explore with the Education Safeguarding Team. 




Permission must be granted by a member of the Senior Leadership team before a visitor is asked to come into school. The Headteacher will advise of the level of supervision and pre visit checks required.



On arrival:- 




· Visitors must report to reception first. No visitor is permitted to enter the school via any other entrance. 




· At reception, all visitors must state the purpose of their visit and who has invited them. The receiving member of staff will verify this.




· All visitors will be asked to sign the Visitors Record Book, which is kept in reception at all times.




· All visitors, including contractors will be required to wear an identification badge. The relevant member of staff will share the appropriate evacuation & lockdown procedures with the visitor.



· Should the alarm sound it is the responsibility of the relevant staff member to escort their visitor/s to the designated assembly point.



· Please ensure that visitors abide by the non-smoking policy throughout the school site.



· All accidents must be reported to the school office where an Accident Report Form can be completed.




· Visitors must be escorted to their point of contact OR their point of contact will be asked to come to reception to receive the visitor. The point of contact will then be responsible for them while they are on site. 



· Disclosure & Barring Service (DBS) Checks – Any external speaker or visitor who does not have a DBS must be accompanied at all times during their visit to school. An external speaker or visitor does not always require a ‘DBS’ providing they are not delivering a ‘regulated activity’. 




· External speakers & visitors who are named as school approved visitors having been DBS checked are not required to be supervised at all times.




Visitors Departure from the School:-



On departing the school, visitors should leave via reception and:




· Enter their departure time on the Visitors Record Book alongside their arrival entry.



· Return identification badge to reception.



· A member of staff should escort the visitor to the staff car park (ensuring the




visitor does not re-enter the school site, potentially breaching security).




Unknown/Uninvited Visitors to the School:-



· Any visitor to the school site who is not wearing an identity badge should be challenged politely to enquire who they are and their business on the school site.




· They should then be escorted to reception to sign the visitor’s book and be issued with an identity badge. The procedures under “Visitors to the School” above will then apply




· In the event that the visitor refuses to comply, they should be asked to leave the site immediately. 




· The Head or designated Senior Leader should be informed promptly, immediately if possible.



· The Head or designated Senior Leader should offer support to the staff member dealing with the unknown/uninvited visitor as a priority.



· The Head or Senior Leader will consider the situation and decide if it is necessary to inform the police.



· If an unknown/uninvited visitor becomes abusive or aggressive, they must be asked to leave the site immediately and warned that if they fail to leave the school grounds, police assistance will be called for.



· School should consider reviewing any unknown/uninvited visitor incidents that occur and implement any learning that is identified following these type of occurrences. 




Parent Helpers and Volunteers:-



In certain circumstances if the role undertaken by the helper/volunteer is not a regulated activity a DBS is not required, although a risk assessment would need to be consider for a non DBS checked helper/volunteer on the school site. Best practice advice is that all parent helpers and volunteers complete a DBS check (if not already held) via the School office.



Any helper/volunteer who is undertaking a ‘regulated activity’ must have a valid DBS prior to starting any role within the school. 



New volunteers will be asked to comply with this policy by the staff when they first report to school by the office staff when coming into school for an activity or class supporting role.



Staff Development:- 



As part of their induction, new staff will be made conversant with this policy for External Visitors and asked to ensure compliance with its procedures at all times.



Best practice would be that this policy is shared on an annual basis with staff in order that they are provided with opportunity to continue to familiarise themselves with this policy.



This policy will be available to all staff and parents on the website and also included as part of the Staff Handbook.



Approved Visitor List:- 



The school will hold an approved visitor list for visitors who frequently visit the school site to undertake work within the school (including contractors and supply and peripatetic staff). To qualify for the list the visitor must have demonstrated, prior to the visit that: 




a)They have a current clear enhanced DBS check and a copy of this has been registered on the School’s Central Record 



b) A current clear DBS children’s barred check has been undertaken AND 




Visitors on the Approved List MUST follow the same procedures on entry to the premises (i.e. come to reception and sign in the visitor’s book). 




A copy of the approved visitor list will be kept at the school at all times in line guidance from Keeping Learners Safe (2015) section 6.73. 



Protocol and Procedures




External Speakers:-



Schools recognise the important contribution and value that can be gained from allowing visitors and external organisations into school. 



Schools will have to make decisions concerning the appropriateness or suitability of external speakers and on occasion may be required to vet or undertake background checks. If schools are having difficulty in this area then the school should contact the LA’s Education Safeguarding team for advice and support.



Specific guidance for members of staff organising visits from external agencies and speakers:




The following procedures should be followed by all school staff involved in organising visits from external agencies and speakers:




· Prior to the visit, the organiser must discuss with the visitor how their session will add value to the pupils’ learning experience.



· Ensure the visitor/external agency learning outcomes complement school’s planned programmes or schemes of work and are in line with school policies.



· Be confident that the visitor/external agency has the required expertise in the subject they are delivering together with the necessary experience and skills to deliver sessions that are age appropriate and factually accurate.



· Discuss and agree the aims/desired learning outcomes of the session, professional boundaries, including responsibility for classroom discipline.



· Inform each visitor/external agency of all information to ensure the inclusion of all pupils.  This may include the age and ratio of pupils, background, ethnicity and culture of pupils and special education needs (if applicable).



· Provide each visitor with a named school contact.



· Ensure the activity meets Health and Safety guidelines.  If appropriate, carry out a risk assessment of the activity/session.



· Staff must ensure such visitors are aware of the school’s safeguarding procedures and allowed access to such policies as Child Protection, Safeguarding, and Risk Assessments.



· Staff must advise the speaker there will be an expectation prior to delivery they will explore with staff  the content of the presentation before the event; speakers and staff must allow time for this discussion, whether it is on the day of the presentation/session or beforehand.




· Staff members must inform the relevant school staff to support the facilitation and smooth running of the visit and remit of the visitor, e.g. Headteacher, office staff.



· Ensure the relevant staff members, e.g. class teacher, is present during the session as they are responsible for class discipline, monitoring and evaluation.




· Ensure the pupils are given time to reflect on what they have learned.



· An understanding that such talks and presentations will not be used to raise funds, without the prior written permission of the Headteacher.



School may wish to share the document in appendix 2, for external visitors and speakers to complete prior to arrival at school



External speakers and visitors must ensure that they comply with UK legislation. This means speakers and visitors must ensure that in the views or ideas they put forward or in the manner in which they express these views or ideas, they do not infringe the rights of others, or discriminate against them. Their speech or the manner of its expression must not constitute a criminal offence, a threat to public order, a threat to the health and safety of individuals, incite others to commit criminal acts, or be contrary to the civil and human rights of individuals. It is a criminal offence to ‘stir up hatred’ against other people on religious or racial grounds. 




All speakers will be made aware of their responsibility to abide by the law, and the school’s various policies, including that:



· They must not incite hatred, violence or call for the breaking of the law.



· They are not permitted to encourage, glorify or promote any acts of terrorism including individuals, groups or organisations that support such acts. 



· They must not spread extremism, radicalisation, hatred or intolerance in the school community and thus aid in disrupting social and community harmony.




If an external speaker or external visitor contravenes this guidance, the School reserves the right to immediately shut down an event and to ban that speaker or visitor from the site.



The decision to grant of refuse permission for any speaker ultimately rests with each school.



Prayer Rooms 



There is no requirement to offer any separate facilities for religious observance, but many schools recognise that it is good practice to provide a facility that caters for pupils and staff of a particular religion or belief. In doing so schools demonstrate awareness of and respect for diverse communities.



All previous advice about external speakers will apply and schools should ensure that they know what goes on in the designated quiet area/reflection space should be appropriately supervised when being used by school staff.



Any signage or posters linked to prayers or religion should only be displayed in English and Welsh.



Local Authority Advice




The school is encouraged to contact the Local Authority’s Education Safeguarding Team should there be any concerns regarding external speakers. The Education Safeguarding Team will link in with relevant agencies (internal & external) as required.



The Local Authority will also refer to Cardiff’s Prevent Lead if the school has any concern about any risks that a speaker may present in regard to radicalisation. Please allow sufficient time for checks to be undertaken.



Linked policies




This policy and procedures should be read in conjunction with other related school policies, including:




· Cardiff Council DBS Policy



· Child Protection Policy



· Emergency Incident Response Plan 



· Health and Safety Policy



Welsh Government Guidance




Keeping Learners Safe (2019) - The role of local authorities, governing bodies




and proprietors of independent schools under the Education Act 2002 - Guidance document no: 248/2019 (draft).



Contact Details



Education Safeguarding Team - 02922 330876 – Educationsafeguarding@cardiff.gov.uk 



Children Services MASH  – 02920 536490 – (option 3)



CSMASH@cardiff.gov.uk 



Appendix 1 




Insert school name 




Checklist for organising a visiting speaker Presentation




				



				Key staff








				Date completed







				1.) Contact (Insert name of nominated member of SLT) about the proposed person attending and what they are going to be presenting/discussing. 








				



				







				2.) Complete any background checks as appropriate.








				



				







				3.) Agree date/time for visiting speaker to attend and share with (insert name of nominated member of SLT). 







				



				







				4.) Confirm availability of the venue where the speaker will be hosted at school.








				



				







				5.) Confirm which year group/classes will attend the event confirm with (insert name of the nominated member of SLT).







				



				







				6.) Organise for a nominated member of SLT to be present during the event. 








				



				







				7.) Confirm with relevant staff who will supporting this event.








				



				







				8.) Send out the ‘Visitors and Visiting Speakers Agreement’ 








				



				







				9.) Share any relevant information with (insert name of the nominated member of SLT). 







				



				







				10.) Meet and greet the visitor. Ensure they are never left alone with the students. 
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Appendix 2



				Insert 




School 




Logo




Here











Insert School Name Visitors’ and Visiting Speakers’ Agreement




At ……………………, we understand the importance of visitors and external agencies to enrich the experience of our students. 




In order to safeguard our students, we expect all of our visitors / visiting speakers to read our Visitors’ and Visiting Speakers Policy and to adhere to the statements below. 




Any messages communicated to students must support fundamental shared values and our school values. At …………… our shared values are:  democracy, the rule of law, individual liberty, and mutual respect and tolerance of those with different faiths and beliefs. 




 Any messages communicated to students must be consistent with the ethos of the school and must not marginalise any communities, groups or individuals.  




Any messages communicated to students must not seek to glorify criminal activity or violent extremism or seek to radicalise students through extreme or narrow views of faith, religion, culture or other ideologies. 




All visitors must be accompanied by a member of staff at all times and a senior member of staff will be present for all presentations / performances. 




Should the senior member of staff feel the message being given out does not align with the schools’ values, they will interrupt and could bring to a close the presentation / performance. 




Visitors should not have phones or cameras out whilst in the presence of students and should not take any photos or videos of students. 




Visitors should not have any social media contact with students through personal emails, personal mobile phones and social media. 




No gifts, including money, should be given out to students, unless agreed before-hand with the Headteacher. 




Should visitors wish to hand out any cards or leaflets to students, these should be checked by the Headteacher beforehand. 




 I have read and agree to the above  




Name:______________________________________________     




Organisation:________________________________________  




Date:                                ________________________________     
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Hire of premises booking forms-



Hire of School premises by external users 




4.SC.LL.006




This booking form must be used if any external hirer wishes to hire school premises. 



This form is not to be used by anyone who is making the hire on behalf of Cardiff Council.




Hire of School premises by internal users 



4.SC.LL.007




This booking form must be used when an internal hirer wishes to hire school premises outside of normal school hours.  This includes school meetings, school events, PTA meetings, PTA events, Governing Body meetings, parent’s evenings etc.



Hire of School premises by Lifelong Learning




4.SC.LL.023




This booking form must be used when any Youth or Adult Centre wishes to hire school premises for any purpose during or outside of normal school hours.



Hire of school kitchens




4.SC.CA/011




If a hirer requires the use of the kitchen within a school, a kitchen booking form must be completed in addition to the usual booking form.  If a kitchen booking form has not been completed, and the hirer later decides to use the kitchen facilities, the caretaker (or person present at the time of the booking) must ask the hirer to complete the necessary application form.  This booking form needs to be returned to Bessemer Close, Catering Department. Any issues arising from the use of school kitchens and any associated fees are to be made directly to the Catering Department. 



Process of hire of school premises



The process involved in hiring a school is split in to 4 stages-




1. The hirer completes all sections of the relevant booking form and sends it to Hayley Friend, room 207, County Hall.



2. The booking form is checked and entered on to a database. If any details are missing a letter is sent to the hirer asking them to provide the missing details.




3. Once a week, letters with tear off approval/rejection slips are printed from the database for each new booking.



External bookings - letters for the Headteacher, caretaker, Chair of Governors and the CEO (if the school has one) are produced.



Internal bookings- letters for the Headteacher and caretaker are produced.




· The Head teacher’s letter gives the hire details and asks for their permission for the hire to take place.




· The Caretakers letter gives the hire details and asks if the caretaker is available or not and if not asks if there is a substitute available.




· The Chair of Governor’s letter gives the hire details and asks permission for the hire to take place and also asks if they wish to set a hire charge for the booking.




· The CEO letter gives the hire details and asks permission for the booking to go ahead.



4. Once permission slips approving the booking are returned from the Headteacher and the caretaker, a permit letter is sent out the hirer giving them permission for the booking to go ahead, it also gives them a booking reference number.  A second letter is also sent to the caretaker, providing the authorisation number of the hire (which is required by payroll in the event of an overtime claim).




Insurance details 




External bookings –all external bookings must have Public Liability Insurance, if the hirer doesn’t provide their insurance details on the booking form and a copy of the policy details, two letters are sent out, one to the hirer asking for insurance details and one to the School advising them that the booking has been rejected and can be re-considered until insurance details have been provided.  No bookings can be approved without public liability insurance. 



Internal bookings- all internal bookings made by Schools and Lifelong Learning are covered by Cardiff Council’s insurance policy.



Licenses




If anyone wishes to hold an event on S&LL premises that involves music, dance, public entertainment, karaoke, disco, concert, theatre, sale or consumption of alcohol etc they must contact the licensing section to find out if it is necessary for them to obtain a licence:




Licensing Department 



Room 161



City Hall




Cardiff CF10 3ND 




Tel 02920871123



If anyone wishes to hold a car boot sale on S&LL premises it may be necessary for them to submit a formal planning application, they must contact:



Technical officer 



Strategic planning and environment 



Room 139



City Hall



Cardiff CF10 3ND




Tel 02920871385




Hire Charges




In the case of Non-Directed use it is the Chair of Governors who decides what if any charges are made to the hirer. In setting the charges, the Chair of Governors must ensure that they are compensated for at least the marginal costs of any out of school use of the premises. This means that the marginal costs of any hiring must not fall on the school budget. Costs to be considered when setting the hire charge include: caretaker’s overtime, additional cleaning, heating and lighting, wear and tear.



The reimbursement for Directed use is based on a formula set by S&LL that reflects the actual additional time and area of the premises used over and above the normal school use.  This recharge is described in more detail further on in this document.




VAT



The letting of facilities designed or adapted for playing any sport or taking part in physical recreation is normally standard-rated.  Such facilities include:




· stadiums; 




· swimming pools; 




· tennis, badminton and squash courts; 




· gymnasiums 



· cricket and football pitches; 




· golf courses; 




· skating rinks; 




· dance studios 




· other specially designed, adapted or equipped land or premises. 




Premises count as sports facilities if they are designed or adapted for playing any sport or taking part in physical recreation.   So the presence of fixed basketball nets in halls or mirrors and bars in dance studios normally means that those premises are sports facilities.   General purpose halls, such as village or church halls, which merely have floor markings so that they may, say, be used for playing badminton, are not classed as "facilities" for these purposes.    Lettings of such halls are exempt even when let for playing a sport.




Lettings for other purposes - for example a stadium let for a concert or a sports hall let for a political or religious meeting - are exempt.   The table below summarises this.




				



				Sports Activity



				Non-sports Activity







				Sports Facility



				Standard-rated 



May be Exempt if a block booking rules apply



				 




Exempt







				Non-sports facility



				 Exempt



				Exempt











However, the letting of facilities may be exempt from VAT if:




1. The letting is for a continuous period over 24 hours - Single lets of sports and physical recreation facilities for a continuous period of over 24 hours to the same person are exempt from VAT provided the person to whom they are let has exclusive control of them throughout the period OR



2. There is a series of lettings to the same person over a period of time - Anyone who lets out sports or physical recreation facilities may exempt the supply from VAT if the facilities are let out for a series of sessions provided that:




· the series consists of 10 or more sessions;  and 




· each session is for the same sport or activity;  and 




· each session is in the same place (although a different pitch, court or "lane", or a different number of pitches, courts or "lanes", at the same sports ground or premises is acceptable);  and 




· the interval between each session is at least a day and not more than 14 days (although the duration of each session can be varied).   Letting for every other Saturday afternoon fulfils this condition but there is no exception for longer intervals than 14 days that arise through closure e.g. for public holidays, and



· the series is to be paid for as a whole, and there is written evidence to that effect.    This must include evidence that payment is to be made in full for the series whether or not the right to use the facility for any specific session is actually exercised.   A formal agreement, exchange of letters, or an invoice issued in advance requiring payment for the sessions specified on the invoice would be sufficient evidence.   Provision for a refund in the event of the unforeseen non-availability of the facility would not break this condition but provision for a refund in other circumstances would;  and 




· the facilities are let out to a school, club, association or an organisation representing affiliated clubs or constituent associations (such as a local league);   and 




· the person to whom the facilities are let has exclusive use of them during the sessions. 




Any failure to comply with these conditions will cause the entire series to become standard-rated.   Please remember that it is whoever sets the hire fees responsibility to consider all bookings, and notify us on the returns slip if the hire fee specified is inclusive of VAT, subject to VAT or VAT exempt.




Invoicing 



Where a charge arises from an external booking, an invoice is raised just after the event (or just after the last date in a termly booking).  As soon as the invoice is raised the school budget is credited irrespective of when the invoice is paid. 



The accounts that are credited are EA----/72701 for schools and EA----/95100 for cheque book schools. Any charges arising from an internal hire will be processed by journal. 



In order to comply with Financial Regulations and Internal Audit, Schools are not permitted to raise their own invoices; all invoices are to be raised at County Hall in line with Council Financial Regulations. 



At the end of each term, each school will receive a spreadsheet detailing all hire that has taken place during the term and all invoices that have been raised. This will give schools an opportunity to see if there are any additional charges to be made and advise Hayley Friend accordingly.                                                                               



Amendments




Two days notice of cancellation must be given to Hayley Friend and also to the caretaker of the school; otherwise the hirer will be responsible for full payment.  No cancellation or any rearrangement of sessions will be allowed in respect of VAT exempt hiring’s of sports and physical recreation facilities, hired for that purpose, except in the event of the unforeseen unavailability of the facility.  If there are any changes to bookings e.g. sessions are cancelled, Hayley Friend must be informed as soon as possible in order to avoid incorrect invoices being issued.




Monthly hirers 




If an organisation hires a school for a long period of time eg all year, it is possible to issue monthly invoices rather than termly ones to help spread the cost of the hire.  Hayley Friend should be contacted if this is a requirement.



Unpaid invoices 




Any invoices must be settled on demand and non-payment within one month of the date of issue may result in future agreements becoming void and the hiring terminated.  If an invoice remains unpaid for 3/4 weeks the Income Recovery Section will attempt to recover the money by issuing two reminder letters before passing the debt to the legal team to chase.



As soon as a case is referred to the Legal Department, Hayley will inform the school. Schools will then be given the option of pursuing the debt (with the possibility of incurring additional costs eg admin, interest, legal fees), or writing it off. 




Recharge 




Whenever a school is booked by the Lifelong Learning Service for youth or adult provision (Mon-Fri), or by a Councillor/AM for a surgery (any day of the week)(not a political meeting) the school are allocated an amount to cover their costs, this is based on an ‘opening fee’ and a ‘unit charge’. Any bookings by S&LL on the weekend are subject to a fee set by the Governors.  The current rates for the recharge are:




Primary Schools

£17.24



Secondary Schools

£19.81



Unit fee


£0.72



Each room in a school is allocated a number of units and the unit fee is calculated per hour.  



Units of hire 




				Room



				Unit







				Classroom



				1







				Specialist Classroom



				2







				Playground



				1







				Toilets



				1







				Hall



				5







				Gym



				5







				Dutch Barn



				5







				Pool



				8







				Field



				1







				Astroturf



				1







				Staffroom



				1







				Library



				1







				Kitchen



				2







				Heads/Secretaries Office



				1







				6th Form Common Room



				1







				Changing Rooms 



				1







				Drama Studio



				2







				Canteen 



				2







				Adult Education Office



				1







				Whole School Primary



				10







				Whole School Secondary



				20







				Whole Youth Centre



				10











Example 



A hall is equivalent to 5 units, therefore this is calculated as 5x72p =3.60 per hour. If a youth centre used a Primary school hall for 3 hours for 10 weeks the calculation would be:




£3.60 x3=£10.80 per week unit fee + £17.24 = £28.04 per week x 10 = £280.40  




Elections




When a school is used for an election, the standard letters will be sent to the Head teacher, Caretaker and Chair of Governors and the school will be reimbursed using the recharge calculation. Any queries regarding the use of school premises for elections should be directed to Peter Woodward, Electoral Services Manager, tel 029 2087 2031.



Use of School premises by political parties 



Bookings for political events organised by political parties shall be restricted to those political groups currently represented on the Council, and be subject to a hire fee.  




Regulations for hiring School premises by external hirers




(as listed on the reverse of the booking form)




1. Premises will not be available for hours included in the school timetable, or for any purpose which shall interfere with the educational work of the school, or can be reasonably considered a cause of nuisance or annoyance to the neighbourhood. 




2.  Any application may be refused without reasons being given. 




3.  Meetings that interfere with the work of any Lifelong Learning classes/sessions may be terminated at once on grounds deemed to be satisfactory by the Chief Officer for Schools and Lifelong Learning or his representatives whose decision will be final.




4. The hirer shall undertake to pay Cardiff Council the cost of making good any damage or injury that the property of this Council may sustain during occupation.  Any breakages must be reported to the Headteacher or the Chief Officer for Schools and Lifelong Learning. 




5. Occupation shall not commence until the agreement form has been signed and a permit issued to the hirer. 




6. Power of sub-letting shall not be granted to the user. 




7. No meetings shall normally continue later than 10.00pm.  Users must adhere strictly to the times given on the official permit and vacate the premises on or before that time. 




8. No desk or fixed furniture that may be in the school shall be interfered with nor shall any furniture or apparatus be introduced to the premises without the sanction of the Chief Officer for Schools and Lifelong Learning.  In certain schools seating for adults is not provided and parties using the premises must make their own arrangements as to chairs or seating.  Such seating must be removed after the hire as not to interfere with the caretaker in preparing rooms for the school’s own use.  Furniture must be replaced by the hirer in the situation in which it was found.  Standing on seats, furniture, window sills etc is not permitted.  Fittings, fixtures or heating arrangements of the premises shall not be used or altered without the sanction of the Chief Officer for Schools and Lifelong Learning 




9. Premises must be left clean and tidy after use.  




10. No intoxicating liquors shall be allowed on the school premises, unless by special arrangement with the Headteacher or Chief Officer for Schools and Lifelong Learning and the licensing department.



11. Smoking is not permitted on school premises.



12. Rooms reserved for staff will not be available for hire.  When a school or part of it is closed for the day in consequence of the prevalence of infectious diseases, industrial dispute, building work, damage to the premises or services, use as a polling station or any other cause, it may be closed with or without notice during the said period to all users. 




13. Occupation of any room shall not exceed the permitted number of seating or standing places as approved by the fire certificate on the premises.




14. The charge made for the use of rooms or halls is inclusive of all payments to the caretaker. 




15.  It shall be the duty of the caretaker to see that no room is used without the authority of the Chief Officer for Schools and Lifelong Learning and/or the Head teacher.



16. All meetings must be open to inspection by any person authorised by the Chief Officer for Schools and Lifelong Learning and the police in the case of public meetings. 




17. Normally no private hire, except for religious meetings shall be taken for use on Sundays.




18. The hirer shall make provision for insurance cover including public liability and shall pay all premiums due and may be required to produce the policy of insurance on the day of use. The hirer will be required to submit a copy of the policy document with the booking form.



19. Where the purpose of hire will include use of the premises by children, the hirer will ensure that all persons over 16 present in connection with the hire, will have submitted a criminal records disclosure form to the Criminal Records Bureau.  




20. The conditions of use shall include other restrictions, conditions and other matters as may be required by the appropriate authorities including licensing of plays and music, food hygiene, fire regulation, music, dancing and the consumption or sale of liquor.  




21. School pianos may be available in connection with the letting but application must be made in advance to the Headteacher and usage may incur an additional charge.  




22. The Council accepts no liability for vehicles parked on the playground.




23. School kitchens are the property of Cardiff Council and use out of school hours is at the discretion of the Chief Officer for Schools and Lifelong Learning.  Applications must be made on form 4.SC.CA.011 and usage may incur an additional fee set by the Catering DSU. 




24. The hirer shall ensure that users of the premises (his/her party) are aware of the location of emergency exits and the location of fire fighting equipment prior to the commencement of the hire.




25. The Governing Body of the school is responsible for setting charges and the hirer will be invoiced for each usage accordingly.  




26. Users wishing to have heating provided outside of heating periods will be required to pay for the cost of the heating. 




27. Facilities designed or adapted for playing any sport or taking part in physical recreation will be subject to VAT at the standard rate unless:




a) the facility is hired for a purpose other than for playing any sport or taking part in physical recreation, or




b) the hire is for a continuous period of over 24 hours, or




c) the hire consists of a block booking for ten or more sessions and complies with rules set out by HM Revenue and Customs.




28
Where the premises are required during holiday periods it is important to give as much notice as possible to allow the caretaker time to make suitable arrangements.  You should note that the Council has agreed with the Caretakers’ Trade Unions that a minimum period of notice of 10 days will be given to the caretaker if he is required to work overtime.  It is important that this form is received in good time so that we can conform to the agreed notice. 




Regulations for hiring school premises by internal hirers




(as listed on the reverse of the booking form)




1. Premises will not be available for hours included in the school timetable, or for any purpose which shall interfere with the educational work of the school, or can be reasonably considered a cause of nuisance or annoyance to the neighbourhood. 




2. Any breakages must be reported to the Headteacher or the Chief Officer for Schools and Lifelong Learning. 




3. Occupation shall not commence until the agreement form has been signed and a permit issued to the hirer. 




4. Power of sub-letting shall not be granted to the user. 




5. No meetings shall normally continue later than 10.00pm.  Users must adhere strictly to the times given on the official permit and vacate the premises on or before that time. 




6. No desk or fixed furniture that may be in the school shall be interfered with nor shall any furniture or apparatus be introduced to the premises without the sanction of the Chief Officer for Schools and Lifelong Learning.  In certain schools seating for adults is not provided and parties using the premises must make their own arrangements as to chairs or seating.  Such seating must be removed after the hire as not to interfere with the caretaker in preparing rooms for the school’s own use.  Furniture must be replaced by the hirer in the situation in which it was found.  Standing on seats, furniture, window sills etc is not permitted.  Fittings, fixtures or heating arrangements of the premises shall not be used or altered without the sanction of the Chief Officer for Schools and Lifelong Learning 




7. Premises must be left clean and tidy after use.  




8. No intoxicating liquors shall be allowed on the school premises, unless by special arrangement with the Headteacher or Chief Officer for Schools and Lifelong Learning.




9. Smoking is not permitted on school premises.




10. When a school or part of it is closed for the day in consequence of the prevalence of infectious diseases, industrial dispute, building work, damage to the premises or services, use as a polling station or any other cause, it may be closed with or without notice during the said period to all users. 




11. Occupation of any room shall not exceed the permitted number of seating or standing places as approved by the Fire Certificate on the premises.




12. The recharge made to the school for use by Lifelong Learning Centres is inclusive of any payment to the caretaker. 




13. It shall be the duty of the caretaker to see that no room is used without the authority of the Chief Officer for Schools and Lifelong Learning.  




14. All meetings must be open to inspection by any person authorised by the Chief Officer for Schools and Lifelong Learning and the police in the case of public meetings. 




15. Normally no private hire, except for religious meetings shall be taken for use on Sundays.




16. The conditions of use shall include other restrictions, conditions and other matters as may be required by the appropriate authorities including licensing of plays and music, food hygiene, fire regulation, music, dancing and the consumption or sale of liquor.  




17. School pianos may be available in connection with the letting but application must be made in advance to the Headteacher and usage will incur an additional charge.  




18. The Council accepts no liability for vehicles parked on the playground.




19. Where the purpose of hire will include use of the premises by children, the hirer will ensure that all persons over 16 present in connection with the hire, will have submitted a criminal records disclosure form to the Criminal Records Bureau.  




20. The hirer shall ensure that users of the premises (his/her party) are aware of the location of emergency exits and the location of fire fighting equipment prior to the commencement of the hire.  




21. Where the premises are required during holiday periods it is important to give as much notice as possible to allow the caretaker time to make suitable arrangements while on holiday.  You should note that the Council has agreed with the Caretakers’ Trade Unions that a minimum period of notice of 10 days will be given to the caretaker if he is required to work overtime.  It is important that this form is received in good time so that I can conform to the agreed notice.



The Hirer shall indemnify the Council against all damages losses costs expenses actions demands proceedings claims and liabilities incurred or arising out of the exercise by the Hirer (or any persons authorised by the Hirer)



School caretakers




All overtime claims for duties in respect of lettings must be made on the overtime claim form, reference 4.SC.023.



Forms and assistance with completion are also available from: 




Phil Andrews




School Support and Development Officer




Planning and Development




Room 311




County Hall




Cardiff CF10 4UW 



Contact details 




All correspondence regarding hire of school premises will be directed to the Head teacher unless there is a member of staff at the school designated to deal with hire, in which case I should be informed.



Hayley Friend




Cardiff Council 




County Hall




Schools and lifelong learning




Room 207




Cardiff



CF10 4UW




Appendix A:
Booking form for use by external hirers



Appendix B: 
Booking form for use by internal hirers




Appendix C: 
Booking form for use by Lifelong Learning Centres



Appendix D:
Kitchen letting form




Appendix E:
Example letter to Headteacher




Appendix F:
Example letter to Caretaker




Appendix G:
Example letter to Chair of Governors




Appendix H:    Example letter to Community Education Officer




Appendix I:
Example permit to Hirer




Appendix J: 
Example permit to Caretaker




Appendix K: 
Overtime claim form for Estates Staff
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Kirsty Williams AC/AM 



Ysgrifennydd y Cabinet dros Addysg  



Cabinet Secretary for Education 



 
 
 
 
To all Cabinet Leads for Education 



 
                                                                    



                                                                    
               26th July 2017 



Dear Colleagues, 
 
COUNTER-TERRORISM IN SCHOOLS 



 
A key feature of the Counter-Terrorism and Security Act 2015 Counter-Terrorism and Security Act 2015, puts a 



responsibility on schools to ‘have due regard, in the exercise of their functions, to prevent people from being drawn 



into terrorism and challenge extremist ideas that support or are shared by terrorist groups’. The UK Government 



published the Prevent Duty Guidance for England and Wales for specified bodies including education providers 



https://www.gov.uk/government/uploads/system/uploads/ attachment_data/file/97976/preven t-strategy-



review.pdf 



As part of Prevent there is a duty on schools to ensure that staff have the knowledge and confidence to identify 



those at risk of radicalisation and they are able to challenge extremist ideas used to legitimise terrorism. 



To support the implementation of Prevent the Welsh Government has: 



n Published and updated version of our guidance document ‘Respect and Resilience – developing 



community cohesion’ http://gov.wales/docs/dcells/publications/110209respecten.pdf and this includes an 



associated self-assessment toolkit. The guidance ensures that schools in Wales have information to help 



them meet the legal requirements of the Counter-Terrorism and Security Act 2015. 



n Developed the Keeping Learners Safe Guidance, 



http://learning.gov.wales/docs/learningwales/publications/150114-keeping-learners- safe-en.pdf the Welsh 



Government guidance on the role of local authorities, governing bodies and proprietors of independent 



schools under the Education Act 2002. 



n Developed the HWB website – digital learning for Wales, to include an e-safety zone which contains 



resources, links, advice and support for children young people, parents/carers and educational 



professionals and promotes safe responsible use of the internet by all. 



n Included a challenging extremism module through Global Citizenship Challenge in the Welsh Baccalaureate. 



n Been working with colleagues from the South West Grid for Learning to develop bilingual resources for 



teachers to provide lessons around online safety. 



Although issues of national security and counter-terrorism remain the responsibility of the UK Government, the 



Welsh Government works closely with the Police, Local Authorities and other partners to safeguard people 



from being drawn into terrorist-related activity. 



Following the attacks in London and Manchester I have recently met with the Counter Terrorism Security 



Advisors from the Wales Extremism and Counter Terrorism Unit WECTU to discuss extremism in our schools. 



Although at this point in time, there is no intelligence to suggest schools are at greater risk, and it is important 



to stress that, I feel that there is a need for schools to review their policies and procedures to ensure these are 



sufficiently robust to deal with such an incident. 



I am therefore writing to you to seek your assurance that your schools are supported and have appropriate 



policies and procedures in place to deal with any form of terrorist attack including lock down in schools. 



It is of course important that schools are given specific advice and support on what additional provisions are 



considered necessary and the support and advice to implement them, if necessary. My officials will therefore, 



work with you, the regional consortium and WECTU over the coming months to further enhance awareness 



and training for all education practitioners. 



 
Yours sincerely 



 



 
  



Kirsty Williams AC/AM  
Ysgrifennydd y Cabinet dros Addysg  



Cabinet Secretary for Education
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This guidance has been developed to 
assist the education sector across 
Wales in addressing the security issues 
relating to hostile action. It is the 
product of discussions and sharing of 
best practice involving a number of 
specialist partners including Wales 
Extremism and Counter Terrorism Unit, 
Welsh Government and the four Welsh 
police forces. 



Our educational establishments should 
be places where all students and staff are 
safe and secure and able to foster a 
culture of shared values and open debate 
to cohere the rightly celebrated diversity 
of the sector. But there is a real and 
serious threat of domestic and terrorist 
attacks in the UK and terrorism can come 
in many forms, not just a physical attack 
on life and limb. It can include 
interference with vital information or 
communication systems, causing 
disruption and economic damage. 



Kirsty Williams AM/AC the Cabinet 
Secretary for Education said: ‘Following 
the attacks in London and Manchester I 
have recently met with Counter 
Terrorism Security Advisors from the 
Wales Extremism and Counter 
Terrorism Unit to discuss extremism in 
our schools. Although at this point in 
time, there is no intelligence to suggest 
schools are at a greater risk, and it is 
important to stress that, I feel that 
there is a need for schools to review 
their policies and procedures to ensure 
these are sufficiently robust to deal 
with such an incident’. 



The law requires institutions to carry 
out adequate risk assessments and 
ensure that suitable measures are in 
place to manage identified risks. 
Institutions should conduct prompt and 
regular reviews of those assessments 
and measures in light of new threats 
and developments at the institution and 
the surrounding area. 



Equally important is that business 
continuity plans address security issues 
to ensure that institutions can cope 
with an incident or attack and return to 



‘business as usual' as soon as possible. 



Having a robust security culture and 
being better prepared reassures your 
whole community that you are taking 
security issues seriously. 



Heads of institutions should bring this 
guidance to the attention of all relevant 
staff. These are likely to include Security, 
Estates, Facilities, Health & Safety and 
HR Managers. 



Although each institution and venue will 
have its own particular circumstances, 
the guidance addresses all of the areas 
of concern for educational 
establishments and includes a number 
of useful good practice checklists.



FOREWORD
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This guide is intended to give 
protective security advice to those who 
are responsible for the security of 
education institutions, irrespective of 
size and location. It highlights the part 
institutions can play in the UK counter 
terrorism strategy, and how by 
mitigating the risk you can allow 
teaching, learning, research, knowledge 
transfer, community engagement and 
enterprise to continue as normal. 



Terrorist attacks in the UK are a real and 
serious danger. The terrorist incidents in 
Manchester and London and the arrests 
in Wales early in 2017 indicate that 
terrorists continue to target crowded 
places; largely because they are usually 
locations with limited protective 
security measures and therefore afford 
the potential for mass fatalities and 
casualties. The circumstances of the 
attacks and arrests identify that 
terrorists are prepared to attack sites 
well away from London. 



Terrorism can come in many forms, not 
just a physical attack on life and limb. It 
can include interference with vital 
information or communication systems, 
causing disruption and economic 



damage. Some attacks are easier to 
carry out if the terrorist is assisted by an 
'insider' or by someone with specialist 
knowledge or access. Terrorism also 
includes threats or hoaxes designed to 
frighten and intimidate. 



It is possible that institutions could be 
the target of a terrorist incident. This 
might include having to deal with a 
bomb threat or with suspect items left 
in or around the venue. 



In the worst case scenario staff and 
students could be killed or injured, and 
the premises destroyed or damaged in a 
'no warning', multiple and coordinated 
terrorist attack. 



Of course there is a need to make 
education institutions as accessible as 
possible and to ensure there is a 
welcoming environment. This guide is 
accordingly not intended to create a 
'fortress mentality'. There is however a 
balance to be achieved where those 
accountable for security are assured 
that there are robust protective security 
measures available to mitigate against 
the threat of terrorism.



INTRODUCTION
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For further information on RISK please see www.cpni.gov.uk 
n   Adopt a Risk management Approach 
n   Mitigate your Risks 
n   Insider Risk Assessment



4. Review 
your security 
measures and 



rehearse/ review 
your security 



plans



1. Identify the 
threats



2. Establish  
what you want to 
protect and your 



vulnerabilities



3. Identify 
measures to reduce 



risk (security 
improvements / 



security plans



Managing the risk of terrorism is only 
one part of an institutions responsibility 
when preparing plans in response to 
any incident which might prejudice 
personal safety or disrupt normal 
business. 



With regards to protective security, the 
best way to manage the risks to your 
establishment is to start by 
understanding and identifying the 
threats to it, and its vulnerability to 
those threats. 



This will help you to decide: 



n What security improvements you 
need to make 



n What type of plans you need to 
develop 



For some aspects of institutional 
security, simple good practice – 
coupled with vigilance and well 
exercised plans may be all that is 
needed. 



If, however, you identify areas of 
vulnerability, you should apply 
appropriate protective security 
measures to reduce the risk to as low as 
reasonably practicable. 



The following diagram illustrates a 
typical risk management cycle:



RISK



RISK  
MANAGEMENT  



CYCLE
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When creating your security plan, 
consider the following: 



n Details of all the protective security 
measures to be implemented, 
covering physical, information and 
personnel security 



n Instructions on briefing content to 
security staff or members of staff 
with security responsibility including 
type of behaviour to look for and 
methods of reporting 



n Instructions on how to respond to a 
threat (e.g. telephone bomb threat) 



n Instructions on how to respond to 
the discovery of a suspicious item or 
event 



n A search plan 



n Evacuation / invacuation plans and 
details on securing the establishment 
in the event of a full evacuation 



n Your business continuity plan 



n A communications and media 
strategy which includes handling 
enquires from concerned family and 
friends 



Your planning should incorporate the 
seven key instructions applicable to 
most incidents: 



1. Do not touch suspicious items 



2. Move everyone away to a safe 
location 



3. Prevent others from approaching 



4. Communicate safely to staff, 
students, visitors and the public 



5. Use hand-held radios or mobile 
phones away from the immediate 
vicinity of a suspect item, remaining 
out of line of sight and behind cover 



6. Notify the police 



7. Ensure that whoever found the item 
or witnessed the incident remains on 
hand to brief the police  



Effective security plans are simple, 
clear and flexible, but must be 
compatible with any existing plans e.g. 
evacuation plans and fire safety 
strategies. Everyone must be clear 
about what they need to do in a 
particular incident. Once made, your 
plans must be followed.



SECURITY PLANNING



For further information on SECURITY PLANNING please see www.cpni.gov.uk 
n   Security Planning 
n   Integrated Security 
n   Cyber Security 
n   Personnel and People Security 
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For further information on PHYSICAL SECURITY please see www.cpni.gov.uk 
n   Physical Security 
n   Physical Defences at the Perimeter 
n   Robust Visitor Entry Processes 
n   Active Access Delay Systems 
n   Security Lighting 



Physical security is important in 
protecting against a range of threats 
and addressing vulnerability. 



Put in place security measures to remove 
or reduce your vulnerabilities to as low 
as reasonably practicable bearing in 
mind the need to consider safety as a 
priority at all times. Security measures 
must not compromise public safety. 



Your risk assessment will determine 
which measures you should adopt, but 
they range from basic good 
housekeeping (keeping communal 
areas clean and tidy) through CCTV, 
perimeter fencing, intruder alarms, 
computer security and lighting, to 
specialist solutions such as perimeter 
detection systems equipment. 



Specialist solutions, in particular, should 
be based on a thorough assessment – 
not least because you might otherwise 
invest in equipment which is ineffective, 
unnecessary and expensive. 



Successful security measures require: 



n The support of senior management 
including the Director of Estates 



n Staff awareness of the measures and 
their responsibility in making them work 



n A senior, identified person within 
your organisation having 
responsibility for security. 



Remember, you will need to ensure that 
all necessary regulations are met, such 
as Local Authority permissions, health 
and safety and fire prevention 
requirements.  



Plan carefully - as this can help keep 
costs down. Whilst it is important not 
to delay the introduction of necessary 
equipment or procedures, costs may be 
reduced if the premises or location you 
are using already has the necessary 
security which can be easily integrated 
within your own plan.



PHYSICAL SECURITY
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The vigilance of all staff and contractors 
to your venue is essential to your 
protective measures. They will know 
their own work areas very well and 
should be encouraged to be alert to 
unusual behaviour or items out of place.  



They must have the confidence to 
report any suspicions, knowing that 
reports – including false alarms – will be 
taken seriously and regarded as a 
contribution to the safe running of the 
establishment.  



Training is therefore particularly 
important. Staff should be briefed to look 
out for packages, bags or other items in 
odd places, carefully placed (rather than 
dropped) items in rubbish bins and 
unusual interest shown by strangers in 
less accessible places. Training in 
emergency response plans should also 
be included in staff inductions. 



What type of security culture do you 
have, and does this support the 
demonstration of the right security 
behaviors?  



Security culture is defined by CPNI as 
‘the set of values, shared by everyone in 
an organisation, that determine how 
people are expected to think about and 
approach security’. 



Without the right security values (i.e. 
culture), employees may pay lip service 
to the security practices in place, 
resulting in poor behaviors and lack of 
compliance with protective security 
measures. This in turn can lead to 
increased risk of security incidents and 
breaches, reputational and financial 



damage, the development of a climate 
that facilitates insider threat, as well as 
potential harm to employees, 
customers, and/or business 
performance. 



CPNI has developed a tool (SeCuRE) to 
assist organisations with examining 
their existing security culture and 
identifying where and how it may need 
to change. It can also assess whether 
the right mix of behavior mechanisms 
are in place to drive good security 
practice. 



A good security culture in your 
organisation is an essential component 
of a protective security regime and 
helps to mitigate against insider threats 
and external people threats (such as 
hostile reconnaissance). 



Security culture is the set of values, 
shared by everyone in an organisation, 
which determine how people are 
expected to think about and approach 
security, and is essential to an effective 
personnel and people security regime. 



The benefits of an effective security 
culture include: 



n employees are engaged with, and 
take responsibility for, security issues 



n levels of compliance with protective 
security measures increase 



n the risk of security incidents and 
breaches is reduced by encouraging 
employees to think and act in more 
security conscious ways 



n employees are more likely to report 
behaviors/activities of concern 



STAFF SECURITY AWARENESS 
AND SECURITY CULTURE



For further information on STAFF SECURITY AWARENESS AND SECURITY CULTURE please see  www.cpni.gov.uk 



n   Developing a Security Culture 
n   Security Culture and Behaviour Change 
n   Create a Strong Security Culture – Soft Measures 



n   Create a Strong Security Culture – Hard Measures 
n   Leadership in Security 
n   Optimising People in Security 



 











11



Good housekeeping improves the 
ambience of your site and reduces the 
opportunity for placing suspicious items 
or bags and helps to deal with false 
alarms and hoaxes. 



You can reduce the number of places 
where devices may be left by 
considering the following points: 



n Avoid the use of litter bins next to or 
near glazing, support structures, 
most sensitive or critical areas (but if 
you do, ensure that there is 
additional and prompt cleaning in 
these areas). 



n Alternatively review the 
management of all your litter bins 
and consider the size of their 
openings, their blast mitigation 
capabilities and location.  



n The use of clear bags for waste 
disposal is a further alternative as it 
provides an easier opportunity for 
staff to conduct an initial examination 
for suspicious items.  



n Review the use and security of 
compactors, wheelie bins and metal 
bins to store rubbish within service 
areas, goods entrances and near 
areas where crowds congregate.  



n Keep public and communal areas – 
exits, entrances, queues, lavatories – 
clean and tidy, as well as service 
corridors and areas.  



n Keep the fixtures and fittings in such 
areas to a minimum – ensuring that 
there is little opportunity to hide 
devices.  



n Temporary information stands, 
concessionaires and kiosks should be 
searched before and after use and 
secured or moved when unattended.  



n Staff rooms and corridors should be 
kept tidy, and staff rooms should 
have access control.  



n Lock unoccupied offices, rooms and 
store cupboards.  



n Ensure that everything has a place 
and that things are returned to that 
place.  



n Place tamper proof plastic seals on 
maintenance hatches.  



n Keep external areas as clean and tidy 
as possible.  



n All sites should have in place an 
agreed procedure for the 
management of contractors, their 
vehicles and waste collection 
services. The vehicle registration 
mark (VRM) of each vehicle and its 
occupants, should be known to the 
security or management in advance.  



n If allowed, pruning vegetation and 
trees, especially near entrances, will 
assist in surveillance and prevent 
concealment of any packages.  



GOOD HOUSEKEEPING
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There should be clear demarcation 
between public and private areas, with 
appropriate access control measures 
into and out of the private areas. This 
relates to private areas within the 
institution, not public entrances. 



Your access control system should 
support other security measures. 
Consider system compatibility between 
access control, alarms, CCTV and text 
alert systems 



Whether driving a lorry or carrying 
explosives, a terrorist needs physical 
access in order to reach the intended 
target. 



Access control systems are often the 
first point of challenge; they represent 
the boundaries between private and 
public areas. The level of security in 
your access control system needs to be 
a balance between business needs and 
effective security. 



Your personnel security policies and 
procedures should limit the risk of staff 
or contractors exploiting their 
legitimate access to assets or premises 
for unauthorised purposes. When 
considering access control security 
measures security managers need to 



think beyond an organisation’s premises 
– think also about who else has access 
to your organisation’s information/ 
databases or other valuable assets, and 
the locations involved. 



Questions to ask: 



n Does your school have clearly 
defined access control guidelines or 
policies? If so who owns them?  



n Where are the access points in your 
venue (staff, visitors and vehicles)? 
How are they monitored and 
protected? How does access control 
differ for different visitors: staff (are 
they pass holders), visitors (is 
security clearance needed), people 
making deliveries?  



n Is the level of protection 
proportionate to your identified 
threats (insider threat, terrorism, 
crime)?  



n Are there areas requiring greater or 
fewer security requirements (secure 
and non-secures areas)?  



n How are security passes and 
clearances processed – and what 
checks are required? 



ACCESS CONTROL



For further information on ACCESS CONTROL please see www.cpni.gov.uk 
n   Access Control and Locks 
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CCTV is often one of the main stays of a 
modern security system. Its primary 
focus is to act as a detection and 
verification system for other security 
measures. CCTV can be a single or 
combination of systems and 
technologies to form the overall security 
solution, some of these may include: 



n Visible band or infrared CCTV  



n Thermal Imaging  



n Video Analytics 



While CCTV, thermal imagers or video 
analytics are useful technology, all these 
will rely to some extent on the 
effectiveness of the control room and 
the security officer within. The 
important point here is the ability to 
quickly monitor an event. 



CCTV is normally used to achieve one 
or more of the following: 



n Detect an intruder within a 
reasonable time frame  



n Verify an alarm from a Perimeter 
Intruder Detection System (PIDS)  



n Provide support to a guard or 
security force  



n Provide evidence suitable for use in 
court 



CCTV can help clarify whether a 
security alert is real and is often vital in 
any post incident investigation.  



If you have access to a CCTV system 
you should constantly monitor the 
images captured or regularly check 
recordings for suspicious activity 
ensuring at all times full compliance 
with the Data Protection Act 1998 
which should be specified in your CCTV 
Data Protection Policy.  



CCTV cameras should, if possible, cover 
entrances and exits to your institution 
and other areas that are critical to the 
safe management and security of your 
operation. 



Ask yourself the following questions:  



n Is your CCTV system currently 
achieving what you require it to do? 
Do you need it to confirm alarms, 
detect intruders through doors or 
corridors and produce images of 
evidential quality?  



n Are the CCTV cameras in use for the 
protective security of your institution 
integrated with those used to 
monitor student or visitor 
movement?  



Consider also the following points:  



n Ensure the date and time stamps of 
the system are accurate.  



n Regularly check the quality of 
recordings.  



n Digital CCTV images should be 
stored in accordance with the 
evidential needs of the Police. Refer 
to CAST (HOSBD) publication 09/05.  



n Ensure that appropriate lighting 
complements the system during 
daytime and darkness hours.  



CCTV GUIDANCE
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n keep any recorded images for at 
least 31 days  



n Use good quality media and check it 
regularly by checking that backups 
are operating correctly. 



n Ensure the images recorded are clear 
– that people and vehicles are clearly 
identifiable. 



n Check that the images captured are 
of the right area.  



n Implement standard operating 
procedures, codes of practice, audit 
trails and signage.  



n Give consideration to the number of 
camera images a single CCTV 
operator can effectively monitor at 
any one time.  



n Do you have sufficient qualified staff 
to continue to monitor your CCTV 
system during an incident, 
evacuation or search?  



CCTV GUIDANCE



For further information on CCTV GUIDANCE please see www.cpni.gov.uk 
n   CCTV 
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Institutions often receive a wide variety 
of deliveries. This offers an attractive 
route into premises for terrorists.  



You should consider the need for a 
screening process at the mail handling 
site, whether at a temporary or 
permanent structure and consider the 
following:  



Delivered Items:  



Delivered items, which include letters, 
parcels, packages and anything 
delivered by post or courier, has been a 
commonly used terrorist device. A 
properly conducted risk assessment 
should give you a good idea of the likely 
threat to your institution and indicate 
precautions you need to take.   



Delivered items may be explosive or 
incendiary (the two most likely kinds), or 
chemical, biological or radiological. 
Anyone receiving a suspicious delivery 
is unlikely to know which type it is, so 
procedures should cater for every 
eventuality.  



Delivered items come in a variety of 
shapes and sizes; a well-made one will 
look innocuous but there may be tell-
tale signs.  



Indicators to Suspicious Deliveries/Mail:  



n It is unexpected or of unusual origin 
or from an unfamiliar sender.  



n It is addressed to someone who may 
be at a higher risk than others: a high-
profile member of the academic or 
research staff or the senior 
management team for instance.  



n There is no return address or the 
address cannot be verified.  



n It is poorly or inaccurately addressed 
e.g. incorrect title, spelt wrongly, title 
but no name, or addressed to an 
individual no longer with the 
company.  



n The address has been printed 
unevenly or in an unusual way.  



n The writing is in an unfamiliar or 
unusual style.  



n There are unusual postmarks or 
postage paid marks.  



n A Jiffy bag, or similar padded 
envelope, has been used.  



n It seems unusually heavy for its size. 
Most letters weigh up to about 28g 
or 1 ounce, whereas most effective 
letter bombs weigh 50–100g and are 
5mm or more thick.  



n It is marked 'personal' or 
'confidential'.  



n It is oddly shaped or lopsided.  



n The envelope flap is stuck down 
completely (a harmless letter usually 
has an ungummed gap of 3–5mm at 
the corners).  



n There is an unusual smell, particularly 
of bleach, almonds or marzipan.  



n There is an additional inner envelope, 
and it is tightly taped or tied 
(however, in some organisations 
sensitive or 'restricted' material is 
sent in double envelopes as standard 
procedure).  



MAIL HANDLING
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Consider searches as part of your daily 
good housekeeping routine. They 
should also be conducted in response 
to a specific threat and when there is a 
heightened response level.  
As previously mentioned under Security 
Planning, it is recognised that for the 
majority of institutions responsibility for 
the implementation of any search 
planning, following a vulnerability and 
risk assessment, will fall upon the 
Security Manager.  
The following advice is generic for most 
institutions, if considered necessary, 
advice and guidance on searching 
should be available through your local 
Police Security Co-ordinator (SecCo) if 
appointed, CTSA or Police Search 
Advisor (PolSA).  



Search Plans  



n Search plans should be prepared in 
advance and staff should be trained.  



n The conduct of searches will depend 
on local circumstances and local 
knowledge, but the overall objective 
is to make sure that the entire area, 
including grounds, are searched in a 
systematic and thorough manner so 
that no part is left unchecked.  



n If you decide to evacuate in response 
to an incident or threat, you will also 
need to search it in order to ensure it 
is safe for re-occupancy.  



n The police will not normally search 
premises. They are not familiar with the 
layout and will not be aware of what 
should be there and what is out of 
place. They cannot, therefore, search as 
quickly or as thoroughly as a member 
of staff or on site security personnel.  



n The member(s) of staff nominated to 
carry out the search do not need to 
have expertise in explosives or other 
types of device. But they must be 
familiar with the place they are 
searching. They are looking for any 
items that should not be there, that 
cannot be accounted for and items 
that are out of place.  



n Ideally, searchers should search in 
pairs; to ensure searching is 
systematic and thorough.  



Action You Should Take  



Consider dividing your institution area 
into sectors. If the site is organised into 
areas and sections, these should be 
identified as separate search sectors. 
Each sector must be of manageable size.  



The sectored search plan should have a 
written checklist – signed when 
completed – for the information of the 
Security Manager.  



Remember to include any stairs, fire 
escapes, corridors, toilets and lifts in the 
search plan, as well as car parks, service 
yards and other areas outside. If 
evacuation is considered or 
implemented, then a search of the 
assembly areas, the routes to them and 
the surrounding area should also be 
made prior to evacuation. 



Exercise your search plan regularly.        
The searchers need to get a feel for the 
logical progression through their 
designated area and the length of time 
this will take. They also need to be able 
to search without unduly alarming any 
visitors.



SEARCH PLANNING



For further information on SEARCH PLANNING’ please see www.cpni.gov.uk 
n   Building and Area Search’ 
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As with search planning, evacuation 
should be part of your security plan. You 
might need to evacuate your institution 
because of:  



n A threat received directly to the 
institution management.  



n A threat received elsewhere and 
passed on to you by the police.  



n Discovery of a suspicious item 
(perhaps a postal package, an 
unclaimed hold-all or rucksack).  



n Discovery of a suspicious item or 
vehicle outside the establishment.  



n An incident to which the police have 
alerted you.  



Whatever the circumstances, you 
should tell the police as soon as 
possible what action you are taking.  



The biggest dilemma facing anyone 
responsible for an evacuation plan is 
how to judge where the safest place 
might be. For example, if an evacuation 
route takes people past a suspect 
device outside your building, or through 
an area believed to be contaminated, 
external evacuation may not be the best 
course of action.  



A very important consideration when 
planning evacuation routes in response 
to near simultaneous terrorist attacks is 
to ensure people are moved away from 
other potential areas of vulnerability, or 
areas where a larger secondary device 
could detonate.  



The decision to evacuate will normally 
be yours, but the police will advise. In 
exceptional cases they may insist on 
evacuation, although they should always 
do so in consultation with your Security 
Manager.  



A general rule of thumb is to find out if 
the device is external or internal to any 
premises or buildings. If it is within a 
building you may consider evacuation, 
but if the device is outside the building 
it may be safer to stay inside.  



Planning and initiating evacuation 
should be the responsibility of the 
Security Manager. Depending on the 
size of your institution and the location 
of the building, the plan may include:  



n Full evacuation outside the premises 
or building.  



n Evacuation of part of the premises or 
building, if the device is small and 
thought to be confined to one 
location (e.g. a small bag found in an 
area easily contained).  



n Full or partial evacuation to an 
internal safe area, such as a 
protected space, if available.  



n Evacuation of all staff apart from 
designated searchers.  



Evacuation instructions must be clearly 
communicated to staff and routes and 
exits must be well defined. Appoint 
people to act as marshals and as 
contacts once the assembly area is 
reached. Assembly areas should be a 
minimum of 100, 200 or 400metres 
away dependent upon the size of the 
item. Care should be taken that there 
are no secondary hazards at the 
assembly point.  



It is important to ensure that staff are 
aware of the locations of assembly areas 
for incident evacuation as well as those 
for fire evacuation and that the two are 
not confused by those responsible for 
directing members of the public to 
either. 



EVACUATION
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Car parks should not be used as 
assembly areas and furthermore 
assembly areas should always be 
searched before they are utilised.  



Staff, students and visitors with 
disabilities should be individually briefed 



on their evacuation procedures, and 
liaise with the institution to develop 
their own Personal Emergency 
Evacuation Plans (PEEPS). 



Lockdown procedures should be seen 
as a sensible and proportionate 
response to any external or internal 
incident which has the potential to pose 
a threat to the safety of staff and pupils 
in the school. Procedures should aim to 
minimise disruption to the learning 
environment whilst ensuring the safety 
of all pupils and staff. 



Lockdown arrangements should be 
determined by schools on an individual 
basis, as they will be dependent to a 
large extent on local circumstances such 
as premises design and layout, class 
arrangements, resources available, etc. 



What is dynamic lockdown? 



Dynamic lockdown is the ability to 
quickly restrict access and egress to a 
site or building (or part of) through 
physical measures in response to a threat, 
either external or internal. The aim of 
lockdown is to prevent people moving 
into danger areas and preventing or 
frustrating the attackers accessing a site 
(or part of). It is recognised that due to 
their nature some sites may not be able 
to physically achieve lockdown.  



Why develop dynamic lockdown?  



Those seeking to conduct attacks often 
undertake a level of planning including 
hostile reconnaissance. All opportunities 



to detect and deter threats at the attack 
planning phase should be taken. 
Presenting a strong security posture 
through visible and effective activity, for 
example by staff awareness and 
reporting processes, efficient use of 
CCTV, deterrent communications and 
active security zones.  



If preventing an attack has not been 
possible, the ability to frustrate and 
delay the attacker(s) during the course 
of the attack and reduce the number of 
potential casualties can be greatly 
increased through dynamic lockdown.  



Advance planning of what needs to be 
done to lockdown a site and 
recognising the need for flexibility in 
those plans will save lives.  



Planning should consider: 



n How to achieve effective full or 
partial lockdown  



n How to let people know what’s 
happening  



n Training your staff  



n STAY SAFE principles 



“Stay Safe” is a short film capturing the 
actions that people should take in the 
event of a firearms or weapons attack.  



It contains the main messages of  
RUN > HIDE > TELL 



EVACUATION



DYNAMIC LOCKDOWN
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How to achieve dynamic lockdown  



In your planning you should identify all 
access and egress points in both public 
and private areas of the site. Remember, 
access points may be more than just 
doors and gates.  



n Identify how to quickly and physically 
secure access/egress points  



n Identify how your site can be 
sectored to allow specific areas to be 
locked down  



n Staff roles and responsibilities should 
be included in the plans.  



n Staff must be trained to act 
effectively and made aware of their 
responsibilities  



n Stopping people leaving or entering 
the site – direct people away from 
danger  



n Ability to disable lifts without 
returning them to the ground floor 
should be considered  



n Processes need to be flexible enough 
to cope with and compliment 
invacuation and evacuation  



Two types of Lockdown 



Schools should consider having two 
types of lockdown; ‘partial’ and ‘full’.  



1. Partial Lockdown 



Alert to staff: ‘Partial lockdown’  



In a partial lockdown staff and pupils 
should remain in the school building and 
all doors leading outside should be 
locked. No one should be allowed to 
enter or leave the building; however 
teaching and work can continue as usual. 
This may be as a result of a reported 
incident / civil disturbance in the local 
community with the potential to pose a 



risk to staff and pupils in the school. It 
may also be as a result of a warning 
being received regarding the risk of air 
pollution, etc.  



Immediate action:  



n All outside activity to cease 
immediately, pupils and staff return to 
building. (There needs to be a means 
of communicating the alert to duty 
staff at break times).  



n All staff and pupils remain in building 
and external doors and windows 
locked.  



n Free movement may be permitted 
within the building dependent upon 
circumstances.  



n In the event of an air pollution or 
chemical, biological or radiological 
contaminants issue, air vents, fans, 
heating and air conditioning systems 
should be closed or turned off.  



n Use anything to hand to seal up all 
the cracks around doors and any 
vents into the room – you aim to 
minimise possible ingress of 
pollutants.  



n Staff should await further instructions  



2. Full Lockdown 



Alert to staff: ‘Full lockdown’  



This signifies an immediate threat to the 
school and may be an escalation of a 
partial lockdown. The aim of a full 
lockdown is for the school and its rooms 
to appear empty. 



Immediate action:  



n All pupils/staff stay in their classroom 
or move to the nearest classroom.  



n Office staff should remain in their 
office.  



DYNAMIC LOCKDOWN











n External doors locked. Classroom 
doors locked (where a member of 
staff with key is present).  



n Windows locked, blinds drawn, 
internal door windows covered (so an 
intruder cannot see in).  



n Pupils/staff sit quietly out of sight and 
where possible in a location that 
would protect them from gunfire 
(bullets go through glass, brick, 
wood and metal. Consider locations 
behind substantial brickwork or 
heavy reinforced walls).  



n Lights, smartboards and computer 
monitors turned off.  



n Mobile phones turned off (or at the 
least turned onto silent so they 
cannot give away your position).  



n A register to be taken of all 
pupils/staff in each classroom/office.  



n Communicate register of staff/pupils 
to a pre-agreed central office.  



n Staff should await further instructions.  



Staff and pupils remain in lock down 
until it has been lifted by a senior 
member of staff/emergency services. At 
any point during the lockdown, the fire 
alarm may sound which is a cue to 
evacuate the building.  



During the lockdown, staff will keep 
agreed lines of communication open but 
not make unnecessary calls to the 
central office as this could delay more 
important communication.  



 



 



Examples of discreet communication 
channels might be: 



n Where a school uses ‘Parentmail’ 
then staff could be put into a defined 
user group. This could then be used 
to communicate instructions via text 
message in an emergency  



n Where staff have access to an internal 
e-mail system, they could access 
their account and await further 
instruction. In practical terms, staff 
would need to be familiar with 
accessing their account through a 
variety of means eg laptop, 
smartphone or tablet. 



Training your staff  



Due to the fast moving nature of 
incidents that require lockdown it is 
important that all staff are able to act 
quickly and effectively.  



n Train all staff using principles of “Stay 
Safe” (Annex A)  



n Ensure people know what is 
expected of them, their roles and 
responsibilities  



n Check staff understanding  



n Regularly test and exercise plans with 
staff  



n Regularly refresh training  



For further advice and guidance please 
see NaCTSO Guidance Note 1/2015 
page 34 – 36 of this document.  



Note: Use of fire alarms should be 
avoided to reduce incorrect response to 
an incident. 



DYNAMIC LOCKDOWN
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Lockdown Procedure 



This document contains an example of 
a Lock Down Procedure for your 
consideration. It is acknowledged that not 
all schools are the same and that a ‘one 
size’ procedure will not suit all schools. 



Lockdown procedures should be seen 
as a sensible and proportionate 



response to any external or internal 
incident which has the potential to pose 
a threat to the safety of staff and pupils 
in the school. Procedures should aim to 
minimise disruption to the learning 
environment whilst ensuring the safety 
of all pupils and staff.



 



Lockdown procedures may be activated in response to any number of situations, but 
some of the more typical might be: 



n A reported incident / civil disturbance in the local community (with the potential to 
pose a risk to staff and pupils in the school) 



n An intruder on the school site (with the potential to pose a risk to staff and pupils) 



n A warning being received regarding a risk locally, of air pollution (smoke plume, Gas 
cloud etc) 



n A major fire in the vicinity of the school 



n The close proximity of a dangerous dog roaming loose  



The school's lockdown plan is as follows: 



Signal for lockdown                           Three short start-stop-start-stop bell rings on the  
                                                         fire alarm system 



Signal for all clear                               Verbally from staff member via classroom  
                                                         telephones and/or walk round 



Rooms most suitable                         All classes to remain in own classrooms  
for lockdown                                       



Entrance points (e.g. doors,            External doors, Fire Doors, Internal doors,  
windows) which should be              All windows 
secured                                                 



Communication arrangements       In person or classroom telephones 
 



Lockdown Drill 



Staff will be alerted to the activation of the lockdown drill in advance. 



When the three start-stop-start-stop bell rings on the fire alarm system are activated  
staff must take the following action: 



n Pupils who are outside of the school buildings are brought inside as quickly as 
possible and return to their classroom (outside staff will be informed by a senior 
member of staff) 
 



LOCKDOWN PROCEDURE
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n Those inside the school should remain in their classrooms and check corridors and 
toilets for pupils or staff 



n All external doors and, as necessary, windows are closed (depending on the 
circumstances, internal classroom doors must also be closed). 



n Blinds should be drawn and pupils sit quietly 



n Once in lockdown mode, staff should notify the office immediately of any pupils not 
accounted for via the internal telephone system and instigate an immediate search for 
anyone missing 



n Staff should encourage the pupils to keep calm 



n As appropriate, the school office will establish communication with the Emergency 
Services 



n If it is necessary to evacuate the building, the fire alarm will be sounded and the usual 
fire drill procedure will then take place 



n Parents will be notified as soon as it is practicable via Parentmail and the website (only 
when appropriate via guidance from Emergency Services) 



Pupils will not be released to parents during a lockdown. 



It is of vital importance that the school's lockdown procedures are familiar to all 
members of the school staff. To achieve this, a lockdown drill should be undertaken at 
least once a year. 



All situations are different, once all staff and pupils are safely inside, senior staff will 
conduct an on-going risk assessment based on advice from the Emergency Services. 
This can then be communicated to staff and pupils. Emergency Services will advise as to 
the best course of action in respect of the prevailing threat. 



Lockdown Drill – All clear 



Once the incident has been assessed as safe all classrooms will be either visited by a 
senior member of staff or via classroom telephone and told the situation is under control 
and the class can resume activities as normal. 



Communication between parents and the school 



In the event of an actual lockdown, any incident or development will be communicated 
to parents as soon as is practicable. 



Emergency Services 



It is important to keep lines of communication open with Emergency Services as they are 
best placed to offer advice as a situation unfolds. The school site may or may not be 
cordoned off by Emergency Services depending on the severity of the incident that has 
triggered the Lockdown. 



Emergency Services will support the decision of the Headteacher with regarding the 
timing of communication to parents. 



LOCKDOWN PROCEDURE
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Staff will ALWAYS have advance notice of a Lockdown drill, therefore if the signal occurs 
without warning staff must assume it is NOT A DRILL. 



DRILL 



SLT/Site Manager to sound 3 short blasts on the fire alarms in both buildings: 



Infant building: person who rings the bell will time from start to clearance of hall and 
corridors/toilets – They will note the time that it takes for all classes to be contained and 
in full Lockdown. 



Junior Building: person who rings the bell will time from start to clearance of hall and 
corridors/toilets – They will note the time that it takes for all classes to be contained and 
in full Lockdown. 



Duties/Check List 



Headteacher/Deputy Headteacher must ensure the following procedures take place: 



Jobs                                                                                                                                  Checked 



Allocate a member of staff to go outside and check playground and  
fields and tell those outside to return to their classrooms as Lockdown  
Drill is taking place.                                                                                                                          



Office Staff member to take calls from classrooms if teachers report  
missing persons.                                                                                                                              



Allocate Infant Bell Ringer: This person must ring office once the  
lockdown is complete to give the all clear. 



Verbally/or telephone all classes to inform staff that Lockdown is over.                                 



Allocate Junior Bell Ringer: This person must go to the office once  
the lockdown is complete to give the all clear. 



Verbally/or telephone all classes to inform staff that Lockdown is over.                                 



Pupils will not be released to parents during a lockdown. 



It is of vital importance that the school’s lockdown procedures are familiar to all 
members of the school staff. To achieve this, a lockdown drill should be undertaken at 
least once a year. 



All situations are different, one all staff and pupils are safely inside, senior staff will 
conduct an on – going risk assessment based on advice from the Emergency Services. 
This can then be communicated to staff and pupils. Emergency Services will advise as to 
the best course of action in respect of the prevailing threat. 



Lockdown Drill – All clear 



Once the incident has been assessed as safe all classrooms will be either visited by a 
senior member of staff or via classrooms telephone and told the situation is under control 
and the class can resume activities as normal. 
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Communication between parents and the school 



In the event of an actual lockdown, any incident or development will be communicated 
to parents as soon as practicable. 



Emergency Services 



It is important to keep lines of communication open with Emergency Services as they are 
best placed to offer advice as a situation unfolds. The school site may or may not be 
cordoned off by Emergency Services depending on the severity of the incident that has 
triggered the Lockdown. 



Emergency Services will support the decision of the Head teacher regarding the timing 
of communication to parents. 



Staff will always have advance notice of a Lockdown drill, therefor it the signal occurs 
without warning staff must assume it is NOT A DRILL. 



LOCKDOWN PROCEDURE











25



STAY SAFE
Firearms and weapons attack  



‘Stay Safe’ principles (Run Hide Tell) give some simple actions to consider at an 
incident and the information that armed officers may need in the event of a firearms 
and weapons attack. Full guidance is contained on the NaCTSO website 
https://www.gov.uk/government/publications/recognising-the-terrorist-threat  



RUN  



n Escape if you can.  



n Consider the safest options.  



n Is there a safe route? RUN if not HIDE.  



n Can you get there without exposing 
yourself to greater danger?  



n Insist others leave with you.  



n Leave belongings behind.  



HIDE  



n If you can’t RUN, HIDE.  



n Find cover from gunfire.  



n If you can see the attacker, they may 
be able to see you.  



n Cover from view does not mean you 
are safe, bullets go through glass, 
brick, wood and metal.  



n Find cover from gunfire e.g. 
substantial brickwork / heavy 
reinforced walls.  



n Be aware of your exits.  



n Try not to get trapped.  



n Be quiet, silence your phone.  



n Lock / barricade yourself in.  



n Move away from the door.  



TELL  



CALL 999 – What do the police need        
to know?  



n Location – Where are the suspects?  



n Direction – Where did you last see 
the suspects?  



 



n Descriptions – Describe the attacker, 
numbers, features, clothing, weapons 
etc.  



n Further information – Casualties, type 
of injury, building information, 
entrances, exits, hostages etc.  



n Stop other people entering  



Armed Police Response  



n Follow officers’ instructions.  



n Remain calm.  



n Can you move to a safer area?  



n Avoid sudden movements that may 
be considered a threat.  



n Keep your hands in view.  



Officers may  



n Point guns at you.  



n Treat you firmly.  



n Question you.  



n Be unable to distinguish you from the 
attacker.  



n Officers will evacuate you when it is 
safe to do so.  



You must STAY SAFE  



n What are your plans if there were an 
incident?  



n What are the local plans? e.g. 
personal emergency evacuation plan.  



For further information on ‘STAY SAFE’ 
please see the sign post to web sites on 
Page 38 paragraph 4 of this document. 
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1 Remain calm and talk to the caller  



2 Note the caller’s number if displayed on your phone  



3 If the threat has been sent via email or social media see appropriate section below  



4 If you are able to, record the call  



5 Write down the exact wording of the threat:  



 



 



 



 



 



 



 



 



 



ASK THESE QUESTIONS & RECORD ANSWERS AS ACCURATELY AS POSSIBLE:  



1. Where exactly is the bomb right now?        



2. When is it going to explode?  



3. What does it look like?  



4. What does the bomb contain?  



5. How will it be detonated?  



6. Did you place the bomb?  
If not you, who did?  



7. What is your name?  



8. What is your address?  



9. What is your telephone number?  



10. Do you represent a group or are  
you acting alone?  



11. Why have you placed the bomb?  



Record time call completed: 



ACTIONS TO BE TAKEN ON 
RECEIPT OF A BOMB THREAT 



WHEN WHERE  
WHAT HOW  
WHO WHY  



TIME 
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INFORM BUILDING SECURITY/ COORDINATING MANAGER  



Name and telephone number  
of person informed:  



DIAL 999 AND INFORM POLICE                                           Time informed:  



This part should be completed once the caller has hung up and police/ building 
security/ coordinating manager have all been informed    



Date and time of call:                                                            Duration of call:  



The telephone number that received the call:  



ABOUT THE CALLER: Male          Female              Age?                                    Nationality 



THREAT LANGUAGE:          Well-spoken                    Irrational                       Taped  



                                         Foul                                  Incoherent     



CALLER’S VOICE:                Calm                                Crying                           Clearing throat 



                                         Angry                               Nasal                             Slurred 



                                         Excited                             Stutter                          Disguised 



                                         Slow                                 Lisp                               *Accent  



                                         Rapid                                Deep                             Familiar 



                                         Laughter                          Hoarse                           



                                         Other (please specify) 



What Accent? 



If the voice sounded familiar,  
who did it sound like?  



BACKGROUND SOUNDS: 



   Street noises             House noises                    Animal noises                  Crockery  



   Clear                           Voice                                  Static                                PA system 



   Booth                         Factory machinery           Office machinery            Music 



   Other (please specify)  



ACTIONS TO BE TAKEN ON 
RECEIPT OF A BOMB THREAT 
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REMARKS:  



 



 



 



 



ADDITIONAL  
NOTES:  



 



 



 



 



 



Signature:                                            Print Name:                                           Date:  



 



ACTIONS TO BE TAKEN ON RECEIPT OF A BOMB THREAT  
SENT VIA EMAIL OR SOCIAL MEDIA  



1 DO NOT reply to, forward or delete the message  



2 If sent via email note the address         



3 If sent via social media what application has been used and what is the username/ID?             



4 Dial 999 and follow police guidance  



5 Preserve all web log files for your organisations to help the police investigation (as a 
guide, 7 days prior to the threat message and 48 hours after)   



Signature:                                            Print Name:                                           Date:  



SAVE AND PRINT – HAND COPY TO POLICE AND SECURITY/ COORDINATING MANAGER 



Retention Period: 7 years  
MP 925/10 



ACTIONS TO BE TAKEN ON 
RECEIPT OF A BOMB THREAT 
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NACTSO GUIDANCE NOTE   
1/2015 DEVELOPING 



National Counter  
Terrorism



Dynamic Lockdown Procedures 



This note provides guidance to develop 
procedures to dynamically lockdown 
their sites in response to a fast moving 
incident such as a firearms or weapons 
attack, either directly at the site or in 
the vicinity. Due to the differences 
between the vast array of sites in the 
UK it is not possible to give prescriptive 
advice, however this guidance details 
planning considerations  applicable  to 
most  sites. 



What is dynamic lockdown? 



Dynamic lockdown is the ability to 
quickly restrict access and egress to a 
site or building (or part of) through 
physical measures in response to a 
threat, either external or internal. The 
aim of lockdown is to prevent people 
moving into danger areas and 
preventing or frustrating the attackers 
accessing a site (or part of). It is 
recognised that due to their nature 
some sites may not be able to 
physically achieve lockdown. 



Why develop dynamic lockdown? 



Those seeking to conduct attacks often 
undertake a level of planning including 
hostile reconnaissance. All 
opportunities to detect and deter 
threats at the attack planning phase 
should be taken. Presenting a strong 
security posture through visible and 
effective activity, for example by staff 



awareness and reporting processes, 
efficient use of CCTV, deterrent 
communications and active security 
zones. 



In preventing an attack has not been 
possible, the ability to frustrate and 
delay the attacker(s) during the course 
of the attack and reduce the number of 
potential casualties can be greatly 
increased through dynamic lockdown. 



Advance planning of what needs to be 
done to lockdown a site and 
recognising the need for flexibility in 
those plans will save lives. 



Planning should consider: 



n How to achieve effective full or 
partial lockdown 



n How to let people know what’s  
happening 



n Training your staff 



n STAY SAFE principles 



How to achieve dynamic lockdown: 



n In your planning you should identify 
all access and egress points in both 
public and private areas of the site.  
Remember, access points may be 
more than just doors   and gates. 



n Identify how to quickly and 
physically secure access/egress   
points 



n Identify how your site can be 
sectored to allow specific areas to 
be locked down 
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n Staff roles and responsibilities should 
be included in the   plans. 



n Staff must be trained to act 
effectively and made aware of their   
responsibilities 



n Stopping people leaving or entering 
the site  – direct people away from  
danger 



n Ability to disable lifts without 
returning them to the ground floor 
should be    considered 



n Processes need to be flexible 
enough to cope with and 
compliment invacuation and 
evacuation 



How to let people know what’s 
happening 



Various options exist depending on the 
nature and occupancy of the site, these    
include: 



n Public Address  (PA) system 



n Existing internal messaging systems; 
text, email, staff phones   etc. 



n “Pop up” on employees computers / 
internal  messaging  systems 



n Dedicated “Lockdown” alarm  tone 



n Word of mouth 



For multi occupancy sites, methods of 
communication between all businesses 
need to be considered. Likewise, 
working with surrounding businesses 
will not only benefit situational 
awareness but build effective lines of   
communication. 



Note: Use of fire alarms should be 
avoided to reduce incorrect response 
to an incident. Training your staff 



Due to the fast moving nature of 
incidents that require lockdown it is 
important that all staff are able to act 
quickly and effectively. 



n Train all staff using principles of “Stay 
Safe”  



n Ensure people know what is 
expected of them, their roles and   
responsibilities 



n Check  staff understanding 



n Regularly test and exercise plans 
with  staff 



n Regularly refresh training 
 



For further advice and guidance please 
visit the NaCTSO website:  
www.nactso.gov.uk 



NACTSO GUIDANCE NOTE   
1/2015 DEVELOPING 
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Advice to leaders of schools and other 
Educational Establishments for 
Reviewing Protective Security 



Following a series of malicious hoax 
communications to schools across the 
UK it is important that you are alert, but 
not alarmed. This is an opportunity for 
you to review your security plans to 
confirm that the arrangements you 
should already have in place are still 
current and have been tested to ensure 
staff and students are prepared and 
confident. 



Consider what steps you could take to: 



a) reassure your staff, students and 
parents 



b) review and implement proportionate 
protect and prepare security 
planning. 



1.  Bomb threats:  
Procedures for handling bomb threats. 
Most bomb threats are made over the 
phone and the overwhelming majority 
are hoaxes, made with the intent of 
causing alarm and disruption. Any hoax 
is a crime and, no matter how ridiculous 
or unconvincing, must be reported to 
the police.  



Dial 999 and police will respond. You 
should always consider their advice 
before a decision is taken to close or 
evacuate.  



 



Guidance on receipt of a bomb threat 
http://www.cpni.gov.uk/security-
planning/business-continuity-plan/ 
bomb-threats/ 



Bomb threat checklist 
http://www.cpni.gov.uk/documents/ 
posters%20and%20checklists/bomb-
threat-checklist.pdf?epslanguage=en-gb 



If this prompts you to review your 
emergency planning, consider the 
following: 



2. Search Planning:  
Do you have plans to search your site to 
deal effectively with either bomb 
threats or for secreted threat items; are 
your staff and students familiar with 
those plans and what to do if they find a 
suspicious item?  



Good housekeeping reduces the 
opportunity for suspicious items to be 
placed and assists effective search.  



Security guidance for educational 
establishments 
https://www.gov.uk/government/ 
publications/counter-terrorism-
protective-security-advice-for-higher- 
and-further-education   



Search planning guidance 



http://www.cpni.gov.uk/Security-
Planning/Business-continuity-plan/  
Search-premises/    
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3. Evacuation/Invacuation planning:  
It is vital that you are able to move your 
staff and students away from danger in 
a controlled way. Ensure you have a 
number of options available, well sign- 
posted and notified to people on your 
site. Keep routes clear.  



Sometimes it may be safer to remain 
inside a building; identify the most 
suitable internal spaces that staff and 
students can move to. 



Security guidance for educational 
establishments 
https://www.gov.uk/government/ 
publications/counter-terrorism-
protective-security-advice-for-higher- 
and-further-education   



Evacuation Planning  



http://www.cpni.gov.uk/Security-
Planning/Business-continuity-plan/  
Evacuation-planning/  



4. STAY SAFE Guidance for firearms  
and weapons attacks:  



Do your staff follow the Stay Safe 
principles RUN HIDE TELL? 



https://www.gov.uk/government/ 
publications/recognising-the-terrorist-
threat/recognising-the-terrorist-threat 



Stay safe film 



https://www.gov.uk/government/   
publications/stay-safe-film 



Dynamic lockdown guidance 



https://www.gov.uk/government/      
publications/developing-dynamic-
lockdown-procedures 



5. Staff Awareness & Security Culture:  
Have you briefed your staff on how they 
can recognise suspicious activity?  



Employee vigilance  



http://www.cpni.gov.uk/advice/ 
Personnel-security1/Employee-vigilance/  



https://www.gov.uk/government/ 
publications/counter-terrorism-
protective-security-advice-for-higher- 
and-further-education 



Are your staff aware of the procedures 
to follow should they suspect 
suspicious behaviour? (Anti-Terrorist 
Hotline 0800 789 321. If you require an 
immediate response call 999) 



6. Preparedness:  
Are your first aid kits and emergency 
grab bags checked regularly, complete 
and accessible? 



7. Physical Security:  
Have you checked CCTV systems? Are 
they all working correctly? Are the 
date/time stamps accurate? 



http://www.cpni.gov.uk/advice/ 
Physical-security/CCTV/   



8. Mail handling: a threat may still exist 
from items delivered to your 
establishment by hand or by post. Are 
your staff familiar with indicators for 
suspicious deliveries? 



http://www.cpni.gov.uk/advice/   
Physical-security/Screening/Mail-and-
deliveries/  



9. Further advice: is available at: 
https://www.gov.uk/guidance/emerge
ncies-and-severe-weather-schools-and-
early-years-settings  



There is no change to the UK terrorist 
threat level, which remains at SEVERE; 
meaning an attack is highly likely. 



ere is no change to the UK terrorist 
threat level, which remains at SEVERE; 
meaning an attack is highly likely. 
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Advice to Leaders of Schools and other 
Educational Establishments for 
Reviewing Protective Security – 
Including Bomb Threats 



Following a series of malicious hoax 
communications to schools across the 
UK, which are not being investigated as 
terrorism related offences, it is important 
that you are alert, but not alarmed. This 
is an opportunity for you to review your 
security plans to confirm that the 
arrangements you should already have in 
place are still current and have been 
tested to ensure staff and students are 
prepared and confident. 



Consider what steps you could take to: 



c) reassure your staff, students and 
parents 



d) review and implement proportionate 
protect and prepare security 
planning 



1. Bomb threats: Procedures for 
handling bomb threats.  



The vast majority of bomb threats are 
hoaxes designed to cause alarm and 
disruption. As well as the rare instances 
of valid bomb threats, terrorists may 
also make hoax bomb threat calls to 
intimidate the public, businesses and 
communities, to draw attention to their 
cause and to mislead police. While 
many bomb threats involve a person-to-
person phone call, an increasing 
number are sent electronically using 



email or social media applications. No 
matter how ridiculous or implausible 
the threat may seem, all such 
communications are a crime and should 
be reported to the police by dialling 
999. It is important that potential 
recipients – either victims or third-
parties used to pass the message – 
have plans that include how the 
information is recorded, acted upon 
and passed to police. 



1.1  The bomb threat message. 



Bomb threats containing accurate and 
precise information, and received well 
in advance of an actual attack, are 
exceptionally rare occurrences. Precise 
motives for hoaxing are difficult to 
determine but may include revenge, 
extortion, a desire to impress, or a 
combination of these and other less 
understandable motives. In the vast 
majority of cases are hoax and the 
intent is to socially engineer, provoke a 
response, cause disruption or 
inconvenience the victim. 



1.2  Communication of the threat. 



A bomb threat can be communicated in 
a number of different ways. The threat is 
likely to be made in person over the 
telephone; however, it may also be a 
recorded message, communicated in 
written form, delivered face-to-face or 
increasingly, sent electronically via 
email or a social media application e.g. 
Twitter or Instagram. It should also be 
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noted that a threat may be 
communicated via a third-party, i.e. a 
person or organisation unrelated to the 
intended victim. 



1.3  What you should do if you receive 
a bomb threat communication. 



Any member of staff with a direct 
telephone line, mobile phone, 
computer or tablet etc., could 
conceivably receive a bomb threat. 
Such staff should, therefore, understand 
the actions required of them as the 
potential first response to a threat call.  



If you receive a telephone threat you 
should:  



n stay calm and listen carefully  



n have immediate access to a checklist 
on key information that should be 
recorded (see bomb threat checklist 
- attached) 



n if practical, keep the caller talking 
and alert a colleague to dial 999 



n if displayed on your phone, note the 
number of the caller, otherwise, dial 
1471 to obtain the number once the 
call has ended 



n know who within your organisation 
to contact upon receipt of the threat, 
e.g. building security/senior manager 



n if the threat is a recorded message 
write down as much detail as 
possible 



n If the threat is received via text 
message do not reply to, forward or 
delete the message. Note the 
number of the sender and follow 
police advice 



 



If the threat is delivered face-to-face:  



n try to retain as many distinguishing 
characteristics of the threat-maker as 
possible 



If discovered in a written note, letter or 
as graffiti: 



n treat as police evidence and stop 
other people touching the item 



If the threat is received via email or 
social media application: 



n do not reply to, forward or delete 
the message 



n note the sender’s email address or 
username/user ID for social media 
applications 



n preserve all web log files for your 
organisations to help the police 
investigation (as a guide, 7 days prior 
to the threat message and 48 hours 
after)  



REMEMBER Dial 999 and follow police 
advice. Seek advice from the venue 
security/operations manager as soon as 
possible. 



1.4   The Credibility of Bomb Threats. 



Evaluating the credibility of a threat is a 
critical task, particularly if the attack 
being threatened is imminent. This is a 
tactic used to place additional pressure 
on decision makers.  



When specific intelligence is known to 
police, advice will be issued 
accordingly; however, in the absence of 
information, it will be necessary to 
consider a number of factors: 



n is the threat part of a series? If so, 
what has happened elsewhere or 
previously? 
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n can the location of the claimed 
bomb(s) be known with precision? If 
so, is a bomb visible at the location 
identified? 



n considering the hoaxer’s desire to 
influence behaviour, is there any 
reason to believe their words? 



n if the threat is imprecise, could an 
external evacuation inadvertently 
move people closer to the hazard? 



2. Evacuation considerations. 



Responsibility for the initial action taken 
at a venue subject to a bomb threat sits 
with the establishment, not police. 
However all bomb threats should be 
reported to the police and their advice 
followed accordingly. Venue optionS 
include: 



2.1 External evacuation.  



Leaving the venue will be appropriate 
when it has been directed by police 
and/or it is reasonable to assume the 
threat is credible and evacuation will 
move people towards a safer location. 
Appoint people, familiar with 
evacuation points and assembly 
(rendezvous) points, to act as marshals 
and assist with this procedure. At least 
two assembly points should be 
identified in opposing directions, and at 
least 500 metres from the suspicious 
item, incident or location. Where 
possible the assembly point should not 
be a car park. You may wish to seek 
specialist advice, which can help to 
identify suitable assembly points and 
alternative options as part of your 
planning. Where there are large 
numbers of people consider a phased 
evacuation, initially from the immediate 



area of the device. This will avoid 
unnecessary alarm and promote a safer 
evacuation. Each venue is unique and 
should plan and exercise for different 
threat scenarios. 



The police will establish cordons 
depending upon the size of an 
identified suspect device. Always follow 
police directions and avoid assembly 
close to a police cordon.  



Minimum police cordon distances are: 



100m – small items e.g. rucksacks or 
briefcases  



200m – medium items e.g. suitcases, 
wheelie bins or cars 



400m – larger items e.g. vans or lorries 



2.2 Internal or inwards evacuation 
(invacuation).  



Staying in your venue but moving 
people away from external 
windows/walls and is relevant when it 
is known that a bomb is not within or 
immediately adjacent to your building. 
Also consider that if the location of the 
device is unknown,  is an evacuation 
necessary. If a suspect device is outside 
your building it may put people in 
danger if the evacuation route takes 
them past the device. A safer alternative 
maybe the use of internal protected 
spaces. Inwards evacuation needs 
significant pre-planning and may 
benefit from expert advice to assist in 
identifying an internal safe area within 
your building. 



2.3  No action.  



This will be reasonable and 
proportionate if, after the evaluation by 
the venue, the threat is deemed 
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implausible or a hoax. Police may 
provide additional advice and guidance. 
A proportionate search of the venue 
should be considered.  



Remember: it is vital that regular drills 
are carried out to ensure all are familiar 
with bomb threat procedures, routes 
and rendezvous points. Disabled staff 
should have personal evacuation plans 
and be individually briefed on their 
evacuation procedures. Similarly all 
visitors should be briefed on evacuation 
procedures and quickly identified and 
assisted in the event of a threat.  



Familiarising through testing and 
exercising will increase the likelihood of 
an effective response to an evacuation. 
Evacuation procedures should also put 
adequate steps in place to ensure no 
one else enters the area once an 
evacuation has been initiated. 



http://www.cpni.gov.uk/Security-
Planning/Business-continuity-plan/ 
Evacuation-planning/ 



3. Search Considerations. 



Regular searches of your establishment, 
proportionate to the risks faced by an 
organisation, will enhance a good 
security culture and reduce the risk of a 
suspicious item being placed or 
remaining unnoticed for long periods.  
To that end: 



n ensure plans are in place to carry out 
an effective search in response to a 
bomb threat 



n identify who in your venue will 
coordinate and take responsibility for 
conducting searches 



 



n initiate a search by messaging over a 
public address system (coded 
messages avoid unnecessary 
disruption and alarm), by text 
message, personal radio or by 
telephone cascade 



n divide your venue into areas of a 
manageable size for 1 or 2 searchers. 
Ideally staff should follow a search 
plan and search in pairs to ensure 
nothing is missed 



n ensure those conducting searches 
are familiar with their areas of 
responsibility. Those who work 
regularly in an area are best placed 
to spot unusual or suspicious items  



n focus on areas that are open to the 
public; enclosed areas (e.g. 
cloakrooms, stairs, corridors, lifts 
etc.) evacuation routes and assembly 
points; car parks, other external 
areas such as goods or loading bays 



n develop appropriate techniques for 
staff to be able to routinely search 
public areas without alarming any 
visitors or customers present 



n under no circumstances should a 
suspicious item found during a 
search be touched or moved in any 
way. Immediately start evacuation 
and dial 999 



n ensure all visitors know who to 
report a suspicious item to and have 
the confidence to report suspicious 
behaviour   



http://www.cpni.gov.uk/Security-
Planning/Business-continuity-plan/ 
Search-premises/       
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4. Media and Communication. 



Avoid revealing details about specific 
incidents to the media or through social 
media without prior consultation with 
police. Do not provide or give details of 
the threat or the decision making 
process relating to evacuation, internal  
evacuation, or taking no action. 



Releasing details of the circumstances 
may: 



n be the objective of the hoaxer, 
providing them with a perceived 
credibility  



n cause unnecessary alarm to others 



n be used by those planning to target 
other venues  



n illicit copycat incidents 



n impact upon a subsequent 
investigation 



5. Firearms and Weapons Attacks.  
RUN HIDE TELL  



https://www.gov.uk/government/ 
publications/recognising-the-terrorist-
threat/recognising-the-terrorist-threat 



https://www.gov.uk/government/ 
publications/stay-safe-film 



6. Dynamic Lockdown Guidance. 



https://www.gov.uk/government/  
publications/developing-dynamic-
lockdown-procedures 



7. Staff Awareness and Security Culture. 
Have you briefed your staff on how they 
can recognise suspicious activity? 
Consider an employee vigilance 
campaign  



http://www.cpni.gov.uk/advice/Perso
nnel-security1/Employee-vigilance/  



Are all aware of the procedures to 
follow should they suspect suspicious 
behaviour? (Anti-Terrorist Hotline 0800 
789 321) If you require an immediate 
response call 999 



Preparedness: Are your first aid kits and 
emergency grab bags checked 
regularly, complete and accessible? 



8. Physical Security.  



Have you checked CCTV systems? Are 
they all working correctly? Are the 
date/time stamps accurate? 



http://www.cpni.gov.uk/advice/ 
Physical-security/CCTV/   



9. Mail Handling.  



A threat may still exist from items 
delivered to your establishment by 
hand or by post. Are staff familiar with 
indicators for suspicious deliveries? 



http://www.cpni.gov.uk/advice/ 
Physical-security/Screening/Mail-and-
deliveries/  



10. Security Guidance for       
Educational Establishments. 



https://www.gov.uk/government/ 
publications/counter-terrorism-
protective-security-advice-for-higher- 
and-further-education   



11. Emergency Planning and    
Response Advice.  



https://www.gov.uk/guidance/ 
emergencies-and-severe-weather-
schools-and-early-years-settings  



There is no change to the UK terrorist 
threat level, which remains at SEVERE; 
meaning an attack is highly likely.  
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WRAP - Vale DSPs.pdf




Workshop to Raise Awareness of Prevent 



(WRAP)



Vale DSP’s 



Tom Noaks – Prevent Education Officer











Framework for Learning



• Individual responsibility for contributions



• Confidentiality



• Sensitivity



• Discriminatory language and stereotyping



• People will have strong views regarding the content of this training. 



• This training will contain challenging aspects, this is a safe space 



where these can be explored. 



• Criticism should be constructive



• Individual differences, beliefs and values should be respected



• Listen to what others have to say



• The facilitators may have to curtail discussion



• Please have your cameras off & microphone muted during the session











Learning Outcomes 



• Understand the aims of Prevent



• Think about who may be vulnerable to terrorism and violent 



extremism



• See why some people are able to influence and manipulate others 



to commit crimes



• Recognise when a vulnerable person may be in need of your help











What is CONTEST



Contest – UK’s Counter Terrorism Strategy



• CONTEST, is the framework that enables us to organise this work to counter 



all forms of terrorism. 



• CONTEST’s overarching aim remains to reduce the risk to the UK and its 



citizens and interests overseas from terrorism, so that our people can go 



about their lives freely and with confidence.





https://www.google.co.uk/imgres?imgurl=https%3A%2F%2Fstatic.wixstatic.com%2Fmedia%2F17796b_8492ed5564d842739077e560dcc3a783~mv2.png%2Fv1%2Ffit%2Fw_873%252Ch_539%252Cal_c%252Cq_80%2Ffile.png&imgrefurl=https%3A%2F%2Fwww.talkingaboutterrorism.com%2Fpost%2Fnew-uk-counter-terrorism-strategy-contest&docid=Bg8otHpuF6tCfM&tbnid=sRYLdfBussn5xM%3A&vet=10ahUKEwjXz5Xv-ZHlAhWcVBUIHaCTB94QMwhFKAIwAg..i&w=873&h=539&safe=strict&bih=907&biw=1280&q=contest%20strategy%202018&ved=0ahUKEwjXz5Xv-ZHlAhWcVBUIHaCTB94QMwhFKAIwAg&iact=mrc&uact=8


https://www.google.co.uk/imgres?imgurl=https%3A%2F%2Fstatic.wixstatic.com%2Fmedia%2F17796b_8492ed5564d842739077e560dcc3a783~mv2.png%2Fv1%2Ffit%2Fw_873%252Ch_539%252Cal_c%252Cq_80%2Ffile.png&imgrefurl=https%3A%2F%2Fwww.talkingaboutterrorism.com%2Fpost%2Fnew-uk-counter-terrorism-strategy-contest&docid=Bg8otHpuF6tCfM&tbnid=sRYLdfBussn5xM%3A&vet=10ahUKEwjXz5Xv-ZHlAhWcVBUIHaCTB94QMwhFKAIwAg..i&w=873&h=539&safe=strict&bih=907&biw=1280&q=contest%20strategy%202018&ved=0ahUKEwjXz5Xv-ZHlAhWcVBUIHaCTB94QMwhFKAIwAg&iact=mrc&uact=8








CONTEST STRATEGY



Contest



Pursue Stop terrorist 
attacks



Security services, intelligent 
services, Raids, foiling plots, 



observing SOI, prosecuting terrorists 



Prepare Mitigate the impact of a 
terrorist attack



Respond to attacks to lessen the 
impact : Ambulance, hospitals, fire 



services, police



Protect Strengthen our protection 
against terrorist attacks



Strengthen defences on border 
security, transport, infrastructure 



and public places – concrete slabs, 
etc



Prevent
Safeguard and support 
vulnerable people from 



becoming 



terrorists or supporting 
terrorism



Safeguard and build resilience 
against radicalisation and extremist 



ideologies











Iceberg Analogy 



Manchester 



bombing



7/7 London 



attacks 
Westminster Bridge 



attacks



Finsbury Park attack  



Prevent – Pre Criminal Space



Possible hold extreme views – no crime has been committed



Recruiting personnel Identifying targets



Providing funding or 



resources Exploiting a sense of 



anger or injustice 



Woolwich attack – Lee 



Rigby 



Proscribing of NA











Prevent objectives



1.) Tackle the causes of radicalisation and respond to the 



ideological challenge of terrorism.



2.) Safeguard & support those most at risk of radicalisation 



through early intervention, identifying them and offering 



support.



3.) Enable those who have already engaged in terrorism to 



disengage and rehabilitate.











Prevent Duty 



What should you be doing as a school?



• Schools need to able to identify children who may be at risk of radicalisation, 



this is part of the schools wider safeguarding duties.



• Risk-assessing concerns – everyday safeguarding procedures.



• Staff Training



• Ensure that all school staff are trained to the appropriate level.



• Level 1 – Online Home Office module



• Level 2 – Workshop to Raise Awareness of Prevent (WRAP)



• Level 3 – Prevent training for DSP’s & Safeguarding leads



• Level 4 – Specialised & bespoke training around (Counter narratives, difficult 



conversations) 











Prevent Duty(continued…..)



• Working in partnership 



• Head, Designated Senior Person (for child protection), Prevent Education 



Officer, Prevent Co-ordinator, Prevent partners in education, Welsh 



Extremism & Counter Terrorism Unit (WECTU officers) & statutory partners



• IT policies 



• Children must be safe from terrorist and extremist materials when 



accessing the internet in schools. 



• More importantly as a school are you equipping your children to stay safe 



online 











Prevent Duty(continued…..)
• Fundamental Human Rights/ Shared values



• Democracy



• Rule of Law



• Respect & Tolerance



• Individual Liberty    



• These shared values need to embedded through the curriculum with a  



focus on confidence, determination, self-esteem & resilience, .                                                                                             



• Building children’s resilience to radicalisation



• Safe environment for debating controversial issues.



• Supporting the development of resilience by establishing positive 



critical thinking skills. 



Supported by Estyn’s thematic review released in Feb 2020.











Resources for building 



resilience in the curriculum 











Prevent Terminology 











Extremism



Extremism is the vocal or active opposition to our fundamental values, 



including democracy, the rule of law, individual liberty and the mutual 



respect and tolerance of different faiths and beliefs. We also regard calls 



for the death of members of our armed forces as extremist.



(page 9) of the 2015 Counter Extremism strategy 



It’s important to remember that not all extremist groups, whether inspired by 



political, religious or other ideology, will commit terrorist or violent acts. 



However, some groups pose particular threats, both online and offline.











Radicalisation



Radicalisation ‘refers to the 



process by which a person 



comes to support terrorism 



and extremist ideologies 



associated with terrorist 



groups’.











Terrorism



The threat or use of serious violence against a person, serious damage 



to a property, endangering a person’s life, creating a serious risk to the 



health and safety of the public, or serious disruption to the electronic 



network.



The use or threat is designed to influence the government or to 



intimidate the public or a section of the public



The use or threat is made for the purpose of advancing a political, 



religious or ideological cause. 











What does an extremist look like in 2020?



.





https://www.standard.co.uk/topic/thomas-mair


https://www.google.com/imgres?imgurl=https%3A%2F%2Fichef.bbci.co.uk%2Fnews%2F660%2Fcpsprodpb%2F14845%2Fproduction%2F_109973048_richards-main.png&imgrefurl=https%3A%2F%2Fwww.bbc.co.uk%2Fnews%2Fuk-wales-50631014&docid=FWswte8wnLFXXM&tbnid=CdCWWRFJfHvzuM%3A&vet=10ahUKEwjP6OqXsajmAhXz6OAKHZUyApIQMwhGKAAwAA..i&w=660&h=371&safe=strict&bih=651&biw=1366&q=Elliot%20Richards%20good&ved=0ahUKEwjP6OqXsajmAhXz6OAKHZUyApIQMwhGKAAwAA&iact=mrc&uact=8








Case study 1 – Sami’s 



story



During Sami’s story, think about “What factors could make someone 



susceptible or vulnerable to carrying out or supporting violent, criminal or 



terrorist acts? :



What Emotional factors impacted on Sami?



What External factors impacted on Sami?











Notice/Check & Share



Notice Check Share



Female 



Teacher



Raza Head School 



safeguarding



procedures



Head 



Teacher



Teacher Mother • Police



(pre-



criminal)



• Parents



• Social 



Worker



Mother Head 



Teacher



Sami • Police



(pre-



criminal)



• Social 



Worker











Reporting a Prevent concern



• All Wales – Prevent referral form



• https://digitalservices.south-



wales.police.uk/en/all-wales-prevent-



partners-referral-form/





https://digitalservices.south-wales.police.uk/en/all-wales-prevent-partners-referral-form/








Process – post referral 
All Wales Prevent Referral 



Form



Fixed Intelligence Management 



Unit (FIMU)



Pursue Police led 



spaceChannel



Pre Prevent space/ 



No Further Action
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